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yber-attacks are the one of the critical issue faced by all and

every human being including organizations. The Security
of information systems is critical task for everyone. Human being
should be able to understand the ecosystem, Hacking mechanism
and predict attacks. Cyber-attacks quantitatively should be part of
risk management. The cost impact due to worms, viruses, or other
malicious software is significant. This paper proposes a Security
Prediction & some previous massive Cyber-attack to predict the
impact of an attack & how we can overcome from this situation
based on significant factors that influence cyber security. This
mechanism also considers the cyber prediction of 2020. It is fact
or though and can be customized to the needs of the individual and

any organization.
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Introduction:

To triumph a battle, you well again
join forces with like-minded allies,
something that unluckily may not be
well thought-out at all by the entities
under attack, but has proven to
be a successful strategy for cyber
criminals.

At the present generationeveryone is
endure connected, our smartphone
have many in turn about us and just
in case we can also come across this
information in our gadget additionally,
for a moment, our electronic items
offer new prospective gratitude to
the fact that they have accessibility
to connect on the internet. In a
matter of very few years, the Internet
consolidated itself as a very powerful
platform that has changed forever
the way we do business, and the
way we communicate.Internet is
innovative. Two facts, in our opinion,
have marked its evolution recently:
the social web and mobile technology.
These two innovations have changed

the way people use the Internet. In
the social web people have found a
new way to communicate. Since its
creation in year 2004, Facebook has
grown into a worldwide network of
over 2,450 million active users. Mobile
technology, on the other hand, has
made possible a much greater reach
of the Internet, increasing the number
of Internet users everywhere. The
Internet, as no other communication
medium, has given an International or,
if you prefer, a “Globalized” dimension
to the world. Internet has become the
Universal source of information for
millions of people, at home, at school,
and at work.We depend on technology
each time more but we don’t perceive
about one significant thing: the cyber-
security. We are sure about many
of you are not aware about cyber
security. Cyber-attacks are not only for
computers. We can suffer one when
you least expect it. For example, have
you ever have stayed in a hotel and
you have connected your mobile to its
Wi-Fi? If your answer is affirmative,

you have put at risk your Smartphone
and you have been a focus to a
possible cyber attack.

These are some worldwide Colossal
Cyber-Attack

1. Yahoo!: Hacker’s front-runner?

It was colossal cyber-attack divulge
by YAHOO on 2014, they disclose
around 500 million user’s confidential
information was hacked including
their Name, Telephone no. Date of
Birth, User name & password. While
YAHOO also assured that Banking
Data has not been affected.

2. Marriott hotels:-Customer’s
Data’s compromised

Data of 500 million guest was hacked,
this was first time Marriott's era in
2018. Around $100 user bank details
were hacked .

3. Equifax: Catastrophe

I's an American credit company, they
provide credit to the stake holder.
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Theyhave revealed (first six weeks
after the fact), that it had crossedby
a cyber attack over the course of a
number of months. Detected in mid
july, it contained the personal data
(names, birthdates, social insurance
numbers

4. The Target pointed

Target, is the second-largest US
discount retail chain, was the victim
of a large-scale cyber attack in
December 2013. The Data from
110 million customers was hijacked
between November 27 and December
15 including banking data of 40 million
customers and personal data (names,
postal addresses, telephone numbers,
and email addresses) of another 70
million customers.

5 The South Korean’s hallucination

The South Koreans face cyber-attack
in January 2014,they disclose the data
of 100 million credit cards had been
hacked over the course of several
years. In addition, around 20 million
bank accounts had also been hacked

6 Adobe’s misery

This was also the massive on attack
on Adobe they announced 2013,
that there was a massive on our IT
infrastructure. Personal information of
around 150 million was affected.

Adobe announced in  October
2013 the massive hacking of its IT
infrastructure. Personal information
of 2.9 million accounts was stolen
(logins, passwords, names, credit
card numbers and expiration dates).
Another file discovered on the internet
later brought the number of accounts
affected by the attack to 150 million
(only 38 million active accounts).
To access this information,
the hackers took
advantage of a security
breach at the publisher,
specifically related to security
practices around passwords.

Cybercriminals are going to create
3.5 million new, unfilled cyber-security
jobs by 2021. Compare that with one
million openings in 2016. That's an
increase of 350 percent in just five
years.Let's talk some positive and
some negative. Start with negative
first. GDPR and CCPA may be
onerous for some to deal with, these
regulations will continue to force
companies throughout 2020 to install
and build processes that can identify,
reduplicate, centralize and most
importantly eliminate sensitive data
generating a major win for all

Negative

e In 2020, we will witness an
enlarge of targeted cyber threat
attacks. Threat actors behind
virus campaigns will switch
tactics, leveraging access to
organizations available for sale in
the cybercrime underground.

e The most successful cyber
attacks are executed by highly
professional criminal networks
that leverage Al and ML to exploit
vulnerabilities such as user

behaviour or security gaps to
gain access to valuable business
systems and data.

Office 365 is a major target for
IP theft, data leakage, credential
cracking, and 0365-specific
attacks because that’'s where a
big bulk of sensitive, enterprise
data is

In 2020, attacks will
become more targeted and
sophisticated. Hackers will pivot
from spray-and-pray tactics.

Advertisers like Google,
Facebook, and Amazon are going
to start using more offline data to
target consumers

Cybersecurity is a way which
must be important for us,
including companies. Last year in
Spain, there was an increase of
200% in cybersecurity incidents
(source: El Pais). It means that is
important that we become more
aware and take action.
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Positive

e The adoption of Al dramatically
improves the early detection of
the threats and their mitigation.
Al accelerates the identification
of threats, especially new ones,
and helps organizations to rapidly
respond to them to block ongoing
attacks.

e Al is going to be HUGE in 2020.
And by huge, | mean that a lot of
vendors will claim they are using
Al—ranging from using simple
linear regressions, up through
using deep learning.

e As digitization continues in
2020, data will become more
valuable than ever before.

e In 2020, we’ll see more
organizations using Al and
predictive proactive management
to better anticipate, safeguard
and prevent potential threat
vectors ahead of time.

Decade

Industry
For

=Top

e  Artificial intelligence (Al) and
machine learning algorithms used
in cybersecurity have historically
been trained with Information
Technology (IT) network and
system behavioral datasets. But
in 2020 we’re going to see a rise
of Al occurring in Operations
Technology (OT) and automation
control

¢ Companies will reach a critical
mass of 5G-enabled devices in
2020, forcing them to reevaluate
their risk paradigm for connected
devices

e Security will become a leading
decision criterion for the purchase
of cloud services. It will no longer
just be about cost, flexibility,
tooling and support

Data Breaches: Some Facts And
Figure

Actors

Nationstate
Malware

MobileThl‘eatS
Healthcare

Cloud

e Vendor

Election

e According to Capgemini, 63%
of organizations are planning
to deploy Al-based solutions
in 2020, most of them to
improve network security.

e According to the
Data Breach Report
published by the Identity
Theft Resource Center,
more than 1,200 data breaches
were disclosed in 2019. As a
result, hundreds of millions of
records flooded the cybercrime
underground. The availability of
such data will be the root cause
for most of the data breaches
reported in 2020. In the next 12
months, we will see the rise of
credential-stuffing attacks.

* Software and hardware supply
chain attacks will characterize
the threat landscape in the next
12 months. Attackers will attempt
to compromise the supply chain
of legitimate software packages
by implanting malware.

e With advancements in the
deepfake voice technology, |
expect a rise of voice phishing
schemes in 2020 in which
employees are tricked into
sending money to scammers or
revealing sensitive information
after getting voice messages and
calls that sound like they are from
the CFO or other executives.

e Deepfakesandsyntheticidentities
will open the door for the next
wave of identity fraud.

e Hackers will attack Al while it's
still learning. As we increasingly
depend on smart technology, the
door for sabotage keeps opening
wider and wider.

e By 2022, governments,
organizations and individuals will
realize their failure to protect 100%
of theirowned/handled information.
They will begin limiting protection
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Remedy & solution

e The crime-as-a-service (CaaS)
model will continue to fuel
the growth of the cybercrime
ecosystem. The model facilitates
the emergence of new criminal
organizations and speeds up the
operations of existing ones

* In the world of financial services,
because of the ever-growing
number of financial cyber-
attacks, regulators will become
more open to banks using
advanced Al systems to identify
unknown and unexpected
threats.

*  Aswemoveinto 2020, companies
needto shifttoamore preventative
approach to cybersecurity over a
detection-focused approach. The
number of connected IoT devices

Finally there are certain solutions
which need to be answered and
if not answered we will answer in
forthcoming issue.

e Q-1: What role emerging
technologies (Al machine
learning, 5G, quantum computing)
and evolving technologies (loT,
mobile—including  autonomous
vehicles, cloud) will play in
improving the efficiency and
effectiveness, breadth and depth,
of cyber attacks in 20207

¢ Q-2: What is Blockchain? What
is the difference between Bitcoin
blockchain ~ (Cryptocurrency)
and Ethereum blockchain?

¢ Q-3 : What happed if technology

constant?

¢ Q4 Does our mechanical
Devices can also be a part of
hacking?
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