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Introduction:

E services refers to the services
which are delivered through the use
of information and communication
technologies (ICTs). The main
components of E services are
considered as service provider,
service receiver and the service
delivery channel. For example, in case
of public E services, public agencies
and corporations providing services
becomes the service provider, citizens
utilizing and availing the services
becomes the service receiver and the
medium through which services are
delivered from the service providers to
the service receiver is the technology.
As a famous phrase says every coin
has two sides, same is applicable
for the technology. With its huge
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and changing cybersecurity.
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advantages such as delivering of
services online medium technology
has got disadvantages as well, due to
which privacy which is considered to
be a major concern to the users of any
industry and is being compromised
continuously with the prompt rise in
cyberattacks, which are usually aimed
at assessing, changing, misusing
and distorting sensitive information
of users, extorting their money and
thus interrupting the functioning of
a normal business process. The
consequences of cyberattacks are
huge, these are continually growing
in sophistication with attackers using
an ever-expanding variety of tactics,
which negatively results in distorting
organisations reputation and image,
loss of sensitive information and

ith the emergence of technological era security risks has

become the one of the most problematic elements of
cybersecurity when it comes to the services being delivered online.
As the new technologies emerge and existing technology is used
in new or different ways, new avenues of attack are developed.
Without proper security measures in place, organisations are at
risk of losing their customers’ data and revenue. Cybersecurity is
continually being by hackers which leads to the distortion of sensitive
information which surely calls for organisations for risk management

data , identity theft and extortion
attempts. Cybercrime has become a
big business and increasing at rapid
speed. According to a study conducted
by Brominum, in 2018, the cybercrime
economy was estimated to be worth
$1.5 trillion. To protect the sensitive
information of users, organisations,
systems, programs and networks
from these digitals attacks demands
the cybersecurity.  Cybersecurity
helps in preventing the breach of data
and sensitive information, identity
theft, ransomware helps in aiding
risk management. It protects the
internet-connected system including
software, hardware, and data and
integrity of the assets connected
belonging to an organisation’s
network. It protects the computer
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systems from any unauthorised
access or being otherwise damaged
that can result in huge damage or loss
to the system being compromised.
Implementing proper cybersecurity
measures can help organisations to
protect data assets from attacks that
if placed in wrong hands can cause
serious damage to the organizations
or individuals and lead to losses in
terms of reputation, money, theft of
data, deletion of data and fraud. The
costs of cyber security breaches are
rising it can cost organizations billions
of pounds. Impacted organisations
stand to lose sensitive data, and
face fines and reputational damage.
Cybersecurity has never been an
easy task as with the technological
disruptions, as there are more devices
than people attackers are being
innovative. In recent years, due to
the rapid increase of attacks and its
substantial impact to the organisation
cyber security has fallen under
media scrutiny. Every organisation
must implement appropriate security
measures to protect Cyber security
is a critical business issue for every
organisation and to implement cyber
security measures demands more
focus and dedication.

Why is cyber security
important For E services?

To ensure the smooth flow of e
services it is very much required by
the organisations to take preventive
measures against the prospect
cyberthreats due to the following
reasons:

e Cybersecurity will prevent any
unauthorized access to the digital
assets of the organisations

e It will protect the sensitive
information, data and
networks

o it wil protect
organisations against the
major cyber threats such as
malware, ransomware, phishing
and social engineering

¢ It will ensure the protection of the
end users and their personally
identifiable information (PII)

e If implemented well it will boost
the confidence of the organization
and build image in the eyes of
customers,

Pillars of cybersecurity:
Robust  cybersecurity —addresses
people, processes and technology.
Aligning these three pillars will provide
businesses with a more secure
defence as discussed below:

Three pillars of cybersecurity
1. People: Human errors can be
devastating for organisations, human
errors itself provides for more than
90% of cyberattacks. Therefore, to
safeguards the organizations form
cyberattacks the first and foremost
requirement is to educate its people
or employees about cybersecurity.
For this they should be provided
with proper trainings and guidance
to enhance their understanding of
how to keep themselves and the
data and system they have access
to protected from the cyberattacks.
Every employee needs to be aware of
their role in preventing cyber threats
and must comply with the basics
of data security by choosing strong
passwords, being cautious of data
backup or any attachment in emalil
etc.

2. Process: Cyber threats are
constantly evolving, so the processes
need to be regularly reviewed.
Organisations must have a static
framework to deal with the prospect
cyber threats and a stringent process
clearly defining organisation’s
activities, roles and documentation
must be followed to mitigate them.
Associated risks and threats of
organisations can be identified by
using proper methods and must be
updated with the pace of changes in
the cyber threats.

3. Technology: Majority of the devices
that we use these days are found to
be Internet of Thing (I0T) & Atrtificial
intelligence (Al) enabled. This in a
way allows our personal data and
habits to be passed back and forth on
the servers on the internet. This calls
for the strong preventive actions from
the organisations. Three main entities
including endpoint devices, cloud &
networks and routers must be protected
by installing technology driven essential
security tools such as anti-virus software,
firewalls, DNS Filtering, malware
protection, email security solutions etc.

Conclusion

Among the various kind of e services
the issues of security have raised
the much attention as any breach of
it leads distortion to the company’s
reputation, confidence and general
confidentiality among its customers.
Protecting the privacy of confidential
information is quickly becoming a
measure of success in the business
world. Therefore, to increase the
trust of the customers and users
with the working of the organisations
requires the proper implementation of
cybersecurity frameworks.
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Reviewer Comment 1: The article is well structured and it has well aligned the E services provisions to the cyber threats.

Reviewer Comment 2: The article focuses on the needs to take precautionary measures again the cyber-attacks that can lead to the
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