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Introduction
IoT is a ecosytem related 
intercommunication of Computing 
Devices ,Digital Machines,Objects that 
are provided with unique Identifiers 
with ability to communicate over 
entire data network without Human 
to Human Or Machine To Human To 
computer Interaction.In IoT Internet 
meant which internet i mean to say 
at present we are at IoP(Internet of 
Peoples ) and we are moving towards 
IoT ,same internet will work for thing 
also so at present all peoples are 
connected to web through internet 
in same web more and more nos of 
things will also come very soon.

These things require real time in time 
memory computation we cannot 

make  more robust arrangement 
in these types of IoT devices 

because in this eco 
sysytem we require real 

time decisioning.

Actually in Cyber world nothing is 
safe any thing can happen any time 

in this world.Cyber world is a virtual 
world built up on Mutual Trust Model if 

any thing goes wrong in intention any 
thing mischievous can be happened, 
we canot make our system Hundred 
percent safe,to make it hundred 
percent safe we need to built up  a 
model of Zero Trust.That is not 
possible in todays scenario because 
now a days AI an IoT comes togather 
in full existence.IoT is no more IoT 
its an AIoT(Artificial Intelligence Over 
Internet of Things).Its time of machine 
learning that learns a previous patters 
and possibility of Fraud detection 
from previous patters by combining 
analysing a big data available

Artificial Intelligence in IoT/
Cyber Security
As the Advanced threat landscape 
regularly expanding,Introduction of 
Artificial intelligence (AI) in a security 
strategy has become pioneer to 
establishing  and maintaining an 
effective security mechanism.  Today  
security teams need the assistance of 
machine learning and other AI-based 
capabilities in order to detect, secure, 
and mitigate Advanced attacks.

We can observe  that traditional 
security mechanism  depends upon 
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IoT Internet Of Things ,everybody aware about these three words 
as this enters in the life of every human beings now things as of 

now what type of things we can expect it may be a Energised oe 
non energised that means everything should be able to communicate 
anything or anything shoud be able to communicate everything.IoT 
as at present is not limited to word or technology in air,its aprt of 
life,making life easiest in every means for everyone.as compare to 
next generation netork communication model  that requires real time 
communication in IoT  we require Real time decisitioning to.That why 
to make IoT ecosystem secure is alittle bit more and more challengeat 
a time. 

Keywords: IoT  |  AI  |  Cyber Security



Volume-1  |  Issue-4  |  Sep 2019 27

Scrutiny Tip

certain antivirus software, firewall and 
network  analysis tools on detecting 
and preventing cyber security threats. 
In previous era  the regularly updating 
of software and the Team intention and 
habits  who are responsible for  cyber 
security decides the altitude of security 
level ,simply human attitude and 
dependencies are more in these cases. 
Further updating of Antivirus may itself  
can be  in the form of Cyber Threat.

But in Today’s scenario   AI is based 
upon specially made intelligence 
purpose to trace out almost all 
possible security threats.  Even it 
can find out  beyond the limits of 
human brain intelligence by providing 

information  on the range of a security 
breach at any hours.The combination 
of AI and Machine Learning plays a 
vital role to find out the Cyber Security 
Threats and to predict future attacks 
with probable solutions and what type 

of Cyber Hygiene Practices can be 
maintained ie what type of security 
lapse are there from user ends. Role 
of Cyber Hygiene can not be ignored 
in preventing the Cyber Security 
Threats/Attacks.
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