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In the dictionary of criminal terminology, cybercrime is a relative a
new term; it has emerged mainly after the introduction of technology
in financial sector in late 90’s. The present article focuses on the
current scenario and technical aspects of cybercrimes concerning
the banking sector and their related challenges and impcats.it also
highlights the measures to combat the resulting cyber-attacks for

better enhanced security.
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Introduction

With the expansion of internet
technologies, cyber-crimes have
evolved worldwide and its nature and
pattern have become more complex.
More than half of the population is
connected to web these days and
every individual has easy access
of internet for their daily routine
purposes like banking, entertainment,
education etc. The availability and use
of smart phones have really added
weightage to the remarkable growth
in the internet. The demand of online
services has made a challenge for
providing security to the customers,
mainly due to increase in cybercrimes,
which is serious threat to the financial
institutions and banks. Cybercrimes
can take many forms like E-laundry,
ATM fraud, credit card fraud, etc.
There have been significant changes
in banking industry due to emerging
technologies and IT revolution.

Banks have implemented IT solutions
and is providing E-services to their
customers like Mobile banking,
National electronic fund transfer
(NEFT), Real time gross settlement
systems (RTGS), Electronic clearing
systems (ECS) etc.

The present manuscript mainly
discusses about cyber threats in
banking systems and challenges to
cater cybercrimes in banking industry.

Cyber
banks
Banks are susceptible to many types of
online frauds and cybercrimes. Cyber
criminals are continuously carrying
frequent attacks and Distributed denial
of service (DDOS) and Internet of thing
(IOT) is used as a platform for such
attacks. According to India’s computer
emergency response team (CERT-in),
there have been approx. more than
one lakh cyber security incidents from

threats in Indian

2014-2016, which included website
intrusions, defacement, phishing etc.
There has been multifarious increase
in debit and credit card on account
of skimming. Skimming, malware
attacks, compromise of credentials
by insiders etc has also become very
common. Mobile banking and various
applications provided by banks are
also utilized by criminals and software
vulnerabilities in banks apps and
Adhar based account frauds by some
business correspondents are also
surfaced. Bank’s SWIFT systems
credentials for transfer of funds have
also been misused through unlawful
access. Recently, it has been advised
by Reserve bank of India to stop
issuing LOU’s and LOC’s. Nowadays,
E-mail has become a tool for pilfering
confidential credentials and their user
has become prey to phishing attacks.
Cyber criminals take advantage of
poor security controls and end point
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vulnerabilities. They also change their
attack patterns to escape detection.

Symantec report has reported that
cyber criminals has disrupted the
IT services with IT tools and cloud
services which has become vulnerable
in cloud infrastructure.

Hence, for security purposes,
banks have now strengthened their
perimeter infrastructure by managing
their security operation Centres and
through following tools:

a. Security information and event
management (SIEM)

b. Network behaviour
detection (NBAD)

anomaly

c. Privilege
(PIM)

identity management

d. File integrity management (FIM)

e. Anti-advanced persistent threat
(Anti-APT)

f.  Anti-phishing malware monitoring

g. Distributed denial of service

(DDOS)
h. Web application filtering (WAF)

i.  Vulnerability management

Challenges of cyber security
Cybercrimes are more prevalent
in those organizations who have
not implemented baseline cyber
security defence. Cyber criminals
scans all the connected devices for
easy targets who slackers in cyber
security implementation. It's very
critical to identify critical assets and
valuable information as many times
it has been observed that there are
shadows IT systems which do not
come under cyber security purview.
In banks, there can be leakage
of personal data, stolen card
data and unauthorized data
sharing due to customer
privacy violation. With the
growth of the technology,
cyber-attacks have taken a
new shape in form of web attacks

and Ransomware. Cyber-attacks
in banks, generally, take in form of
extortion of funds from individuals
to organizations. The confidential
credential is being stolen by phishing
mails and syphoning of funds through
whaling. It is a challenge for banks
and financial institutions, to manage
threats from multiple cyber-attacks,
as consumers want the assurance
from bank for protection of data.
The major challenge is the lack of
awareness of cyber threats and their
serious implications by bank’s staff
and customers.It is also difficult for
banks to manage and adhere to the
regulatory compliance in India, as the
volume of regulations has increased
over the past few years.

Conclusion

It can be concluded that there is a
gradual increase in the preference
for online services by customers due
to advantage in terms of cost saving,
ease of use and convenience.

Even the banking systems are offering
many online services to upturn volume
of cashless transactions, but the threat
of cyber security and cyber-attacks,
is the main concern for the customer
to avail those services. Now days,
traditional way of banking transactions
have been switched by E-banking.
It has also been observed that
financial institutions have overlooked
some essential aspects relating to
technology, which demands huge
attention. The lack of awareness and
inadequate knowledge to customers
and banking officials has also
simplified the work for cyber criminals.
It has become easy for them to
deceive customers due to lack of latest
attack methodologies and protective
measures. Moreover, the traditional
polices laws and standards are also
not adequate to cater the cybercrimes.
The ministry of home affairs has
constituted a committee, constituting
officials from central bureau of
investigation, national investigation

agency, intelligence bureau and Delhi
police, in 2015 to form a new legal
framework, to cater to cyber-crime in
our country. It has also been observed
that the local law enforcement
agencies do not possess the required
skills to cater cybercrimes.For quicker
and better cybercrime, it is required to
engage the specialized cyber security
professionals, as per NASSCOM'’s
cyber security task force, it has been
estimated that India needs almost one
million trained professionals by 2025.

At present time, financial
organizations need well laid cyber
security with digital professionals,
specialized security teams consisting
of competent professionals should
be engaged to cater cybercrimes
proactively. It has become obligatory
to continuously asses the cybercrime
risk to improve security posture. It
is a need of an hour to introduce
cyber awareness campaigns to train
customers about the latest attack
methodologies. A well-organized and
comprehensive Threat intelligence
technology is also essential which will
reduce the cyber threat vulnerabilities.
A critical infrastructure is also required
to be built to avoid cybercrimes in
financial institutions and banks. The
cooperation of Indian Goveremnt and
industrial groups is also required to
strengthen the legal framework for
cyber security. The central bank of
India i.e. Reserve bank of India has
setup a cyber-security framework
for guiding and monitoring cyber-
attacks. RBI has also provided the
guidelines on electronic banking,
information security and cyber frauds,
which instructs banks and financial
institutions, to modify their policies,
procedures and technologies based
on emerging concerns. RBI has
instructed banks to constitute a board
on cyber security policy and also
to establish cyber risks in real time
through security operations center
and to make necessary arrangements
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for continuous surveillance on
cyber threats. It has also warned
all Indian banks weather private or
commercials, to share all information
on cyber security incidents with RBI. It
also mentioned to evolve immediately
cyber crisis management plan and to
create awareness among stakeholders
bout cyber security.
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Review 1: Cybersecurity has been of great importance in the financial sector. It becomes all the more necessary since the very
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