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productivity while reducing machine failure or enhance product quality
while speeding up time to market. Achieving these goals simultaneously
can be incredibly challenging — if not impossible.

How does one work around this dilemma? The trick lies in cognitive
anomaly detection and prediction, which is a process that leverages
unsupervised learning (cognitive computing) and pattern recognition to
quickly and accurately identify the anomalies hidden in your Industrial
Internet of Things data. The use of machine learning algorithms minimizes

the appearances of false alarms.
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Introduction

Anomaly detection is a method used to
ascertainstrange patterns that do not
conform to expected behavior, known-
as outliers. It can be used for many
purposes from intrusion-detection to
system-health monitoring, and from
false-charges detection in credit-card
transactions to Issues\fault detection
in operational environments.

What Are Anomalies?
Anomalies can be broadly categorized
as:

Pointanomalies: A single-occurrence
of data which is too far off from the
rest. For-example: Identifyinga credit-
card fake-transaction basis “amount-
spent.”

Contextual anomalies: This relates
when occurrences are any context-
specific and usually it is common in
time-bound data. For Example: Paying
508% on groceries every-day during the
festival-season is usual, but may-be
unusual otherwise.
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Collective anomalies: This related to
apattern-of-data andits occurrencesin
a group helps in identifying anomalies.
Business use case: Copying-data
from a remotely-connected machine
to your local machine unpredictably,
an anomaly that would be flagged as
a potential cyber-attack.

Anomaly Detection

Techniques -

e  Simple Statistical Methods

e Machine Learning-Based
Approaches

* Density-Based Anomaly
Detection

e  Clustering-Based Anomaly
Detection

e Machine learning for anomaly
detection (MLAD):-

e Supervised MLAD
e Un-Supervised MLAD

Machine-learning techniques are now
receiving significant attention among
the anomaly-detection researchers.

Anomaly Detection in loT
Internet of things in simple terms is
the connection between everyday
usage devices with internet. So, once
the device is connected with internet
access to the data of that device is
obtained. Essential tools that require
anomaly detection techniques are the
ones used in industries and business
organizations which has sensors. Data
has been received continuously with
every passing second through these
sensors. Notably, in the maintenance
of the systems, the sensors have to
be monitored to predict the anomaly.
These predictions have high economic
value because in loT as multiple
things are interlinked.

Whileworkingusingimmense
data, the following things
are required?

Feature selection

Feature Transformation

Pattern recognition

What are the features that are
responsible for the anomaly?

What transformations should be made
on these features to detect patterns?

What patterns signify anomaly?

To explain with a simple example, ‘let’s
consider a sensor gives temperature
values of special equipment in an
industry. Change in sensor values
is used to know if the equipment is
stable or about to fail. Tracking is
done on the statistical measures
mean and standard deviation of the
temperatures over some time. |If
there are changes, that is a shift in
a mean or considerable fluctuations
in standard deviation values, there is
something wrong with the equipment,
and immediate action is required.

This notification is sentas an alert. With
the advances in technology, multiple
machine learning and statistical
techniques are used to identify
and predict anomalies accurately.
The significant advantage is once
the complete system is automated
one need not always keep track of
equipment to know if everything is
okay or not.

The need for Anomaly
Detection?
To detect the unknown. Earlier,

anomalies seldom occur. If the
anomaly is not detected and rightful
actions are not taken, soon the
consequences may prove to be costly
in situations like Network intrusion,
change in log patterns, data leak,
fraud transactions, Insider trading and
many more. Just imagine the loss that
could incur if any of the lists mentioned
above occurs.

In a high velocity business, many
things occur simultaneously, and
different people/roles are charged
with monitoring those activities. For
example, at the level of the underlying
infrastructure, a technical IT group

carefully monitors the operation and
performance of the network, the
servers, the communication links, and
so on. At the business application
level, an entirely different group
monitors factors such as web page
load times, database response time,
and user experience. At the business
level, analysts watch shopping cart
conversions by geography and by user
profile, conversions per advertising
campaign, or whatever KPIs are
important to the business.

Anomalies in one area can affect
other areas, but the association might
never be made if the metrics are not
analysed on a holistic level. This is
what a large-scale anomaly detection
system should do. Still, the question
arises, why care about anomalies,
especially if they simply seem to be
just “blips” in the business that appear
from time to time? Those blips might
represent significant opportunities to
save money (or prevent losing it) and
to potentially create new business
opportunities. Consider these real-life
incidents:

e An e-commerce company sells
gift cards and sees an unexpected
increase in the number of cards
purchased. While that sounds
like a great thing, there is also
a corresponding drop in the
revenue expected for the gift
cards. Something strange is
going on, and it turns out to
be a price glitch— something
quite common for e-commerce
companies. Without looking at
these two metrics together, it is
hard to understand that there is a
business incident that could cost
the company a lot of money if not
caught and addressed quickly.

* A mobile game company notices
a decrease in installations of one
of its games, but may discover it
several weeks in and not know
why. With an anomaly detection
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system, it is easy to determine
that a problem with the cross-
promotion mechanism serving
up the wrong ads or ads with
the wrong link is what led to the
decline.

As businesses grow, more incidents
go undetected unless an anomaly
detection system is directed to
make sense of the massive volume
of metrics available to every online
business. Of course, not every metric
is directly tied to money— but most
metrics are tied to revenue in some
way. Say an online news site counts
visitor to its website.

By itself, the visitor count doesn’t lead
to revenue, but the more visitors the
news site gets, the more opportunity
there is to generate revenue from ads
on the pages, or to convert people
who read the news site from free to
paid subscribers. Most companies
today tend to do manual detection of
anomalous incidents.

Cognitive  Analytics - In the
contemporary world, the analytics
mainly target at predictions with
impeccably high accuracy trying to
be as close to human understanding
as possible, basically trying to
mimic machines with the Cognitive
intelligence that humans have. This
analysis should be accurate, fast and
with constant Learning. The output is
expected in real time and also predict
future events.

Layers of Cognitive

Intelligence
Cognitive  Computing  helps in
accelerating  human intelligence

by human Learning, thinking and
adaptivity. By moving towards the
machine capacity, it not only helps
in augmenting the human potential;
instead, it will increase the creativity
of the individual and create new
waves of innovations. The key areas
of capability are —

e Sensory Perception - Machines
are enabled in such a way that
they can stimulate the senses
of humans such as smell, touch,
taste, and hearing. Therefore,
they are developed in terms
of machine simulation such as
visual and auditory perception.

° Deduction, Reasoning, and
Learning - In this case, the
machines are simulated with
human thinking for decision
making.  Therefore  various
technologies such as machine
learning, Deep Learning, and
neural networks are deployed as
a system to intelligence to extract
meaningful and useful information
and apply the judgment.

e Data processing - In this larger
dataset is accessed to facilitate
the decision-making process and
provides practical suggestions.
Therefore,hyperscale-computing,
knowledge representation, and
natural language processing
togetherly provide the required
processing power to enable
the system for engaging in
real time.

Features of Cognitive
Computing Solutions

The purpose of cognitive Computing is
to create the frame for computing such
that complex problems are solved
easily without human intervention.
Features are listed below —

e Adaptive - It is one of the first
steps in developing the machine
learning based cognitive system.
The solution imitates to adapt
the human ability with the
Learning from the surroundings.
It is dynamic for data gathering,

understanding goals, and
requirements.

e Interactive - The cognitive
solution  should  dynamically

interact bidirectionally in nature
with each element in the system
such as processes, devices,
users and cloud services. The
system can understand
human input and
provides the results
using natural language
processing and deep
learning models.

e lterative and Stateful - The
system should be able to learn
from previous iterations and
ready to return the information
which is specifically crucial at
that time. The system must follow
data quality and visualization
methodologies so that it provides
enough information and the data
sources can operate the reliable
and updated data.

e Contextual - The system should
be able to understand, identify
and even extract the contextual
elements from the data such
as meaning, syntax, time,
location, task, goal and many
more. The system removes the
multiple sources of information
like structured, sensor inputs,
unstructured and semi-structured
data.

Working of
Computing
Cognitive applications use deep
Learning and neural network
algorithms to control technological
applications such as data mining,
pattern recognition, and natural
language processing.

Cognitive

The system gathers a variety of
information and processes it with
the previous report it already knows.
After the completion of data analysis,
it integrates with the adaptive page
displays to visualize the content
for specific audiences at specific
situations.
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How to find anomalies?

Supervised Anomaly detection
— In this approach, historical
data is used which says data
points and class defining ifeach
position is abnormal or not. It
is similar to the classification
problem. So, the class variable
as the anomaly column is taken
and applied with the models
such as “Random Forest,”
“XGB,” “SVM” or regression
algorithms to train the data.
This model is used to the new
data point to know if it is an
anomaly or not. One should
be careful about the ratio of
an anomaly to no-anomaly in
the dataset. It ‘shouldn’t be too
high — for example, more than
1:10 since it becomes a class
imbalance problem.

Unsupervised Anomaly
detection — Clustering techniques
are appliedinthis asitis not known
before if a data point is anomaly
or not. So, clustering algorithms
are used to detect anomalies.

K-Means clustering - This
algorithm is required to be given
with the number of clusters to
be formed as an initial input,
based on that value the algorithm
provides the same amount of
clusters as an output. At present,
by this process, it will consider all
the data points and forms clusters.
Restrict the distance of the
boundary from the centroid from
each cluster. The restriction can
be 95 percentile or 99 percentile
based on the requirement. The
points outside this range after the
clustering process is done are the

e DBSCAN-Thisisalsoaclustering
algorithm which is different from
k-means. In DBSCAN minimum
points and maximum distance
as parameters are chosen. The
algorithm initially starts with a
random point and select the
locations in the 0 neighborhood
and links them. Each of those will
continue the same process. With
this, the patterns are, and all the
possible clusters are formed. The
leftover points are considered as
anomalies.

In the case of Supervised Algorithm,
the data should be trained already, and
the model can detect only that kind of
anomaly which is learned by it before.
Therefore, this algorithm is not feasible
for detecting all types of anomalies.
So, Unsupervised Algorithms can be
used instead of supervised algorithms.

anomalies. This can identify any anomalies from
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data, i.e. the anomalies that are never
seen before.

DesignPrinciples Of Anomaly
Detection

Based on our experience, there
are five main design considerations
when building an automated anomaly
detection system:

1. Timeliness — How rapidly does
the organization need an answer
to determine if something is an
abnormality or not? In real-time, after
a day, week, month or an year?

2. Scale — Will the data-sets be on a
large-scale with millions of metrics or
a relatively small-scale with hundreds
of metrics?

3. Rate of change — Does the data
tend to change-rapidly, or is being
analyzed relatively-static?

4. Conciseness — Do we need an
answer that tells the whole-picture, or
woulditbe enoughtodetectirregularities
at each metric-level by itself?

5. Definition of incidents — Are the
expected incidents well-defined? Is
anything known about them in advance
in terms of what types of things can be
anomalous in the data? Can incidents
be categorized over time?

Importance of Real-Time
Anomaly Detection
In specific use cases anomaly

detection has to work in real-time.
As soon as the anomaly is detected
several measures can be taken to
mitigate the loss. The techniques used
in real-time anomaly detection have
to evolve with time. Static methods
based on an existing training data
which was formed taking an actual
sample may not serve the purpose

of fundamental discoveries. ‘That's
because data changes are fast with
immense volume and accordingly the
models have to learn from data for
rightful predictions.

The actions that are carried
out for solving the problem
of anomaly can be delayed
but the detection of an anomaly
in real time cannot be missed. This
is because the data containing the
anomaly can consist of information
that can further lead to loss or gain in
business.

For building the real-time anomaly

detection platform following are the

requirements

e Data-Collection

e Data-Aggregation

e Ability to Visualize

e Various-Alerts/ Received-
Notifications

e Analytics
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