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ocker is a containerization tool that packages all the software and their

dependencies in a docker container to guarantee that other software does

not impact the applications that are deployed. This can be any type of nature

(dev, stage or ga). Docker will pull images as per application need and configure

according to application needs. It can also be used to deploy the application to
an environment that might have a conflict with the present settings.

o Docker
e Kubernetes
e  Containerization

configuration. Each container has Master Node -
a different operating system on the o
same physical machine. Docker

helps to create, run, and deploy the

It is liable for the managing of the
Kubernetes cluster.

Suppose we already have an
application running PHP 5.2 on a
server and want to deploy a new
application that requires PHP 7.4
on that same server. This will cause
some version conflict on that server
and might cause some features in the
existing application to fail.

Here we are using the above Docker
to containerize the application with
the old application. Here the concept
of Docker containers arises.

The above applications can be put
into docker containers or if changes
are getting occurred then these
containers do not change the container

application using containers.

Essentially, acontaineris a lightweight,
virtualized, portable, software-defined
environment in which software can
run in isolation from other software
running on the same physical host
machine. Software that runs inside
the container has only one purpose.
In simple terms, a container is a
packaged application with OS and
libraries already installed. So, we can
run it on any platform. It can behave
like an immutable component for
infrastructure. So, it becomes very
cheap to destroy it and run it whenever
and wherever we need.

e |tis the major entry aspect of all
administrative tasks.

e One that is managing the worker
nodes, where the real services
are running.

It is made of the
components:

following

APl Server: It is managing the
workloads and organization units.
It is also the entry points of all rest
commands which are controlling the
cluster. Various libraries can easily
communicate with it.

Etcdstorage: Itisasimple, lightweight,
key-value distributed store that can be
spread across several nodes. It uses
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configuration data which can be used
in the cluster by each of the nodes.

Scheduler: It configures all pods
and services on nodes. It is also
liable for resource utilization on every
host so that workloads are properly
managed.

Controller-manager: The state of
the cluster and repetitive activities
are governed by this. This is called a
controller for replication. It guarantees
that replicas that are present for
services are equal to the services that
are deployed.

Nodes: They perform work in
Kubernetes. A node can be a virtual
machine or a physical machine,
depending on the cluster. Every single
node has the services necessary
to run pods and is managed by the
master components.

Kubernetes terminologies
Pods- Pods are a collection of
one or more containers. It acts as a
Kubernetes’ core unit of management.
Pods set the logical boundary for
containers sharing the same context
and resources.

Labels— Labels are random marks
that can be placed as a member of
a category on the above work units
to mark them. For management
purposes and activity targeting, these
can then be picked.

Services— Services is a device that
functions with other containers as
a fundamental load balancer and
ambassador. To offer an image of
a single body, a service community
integrates logical arrays of pods
executing the same purpose.

Replication Controller— A more
complex version of the pod is
known as a replicated pod. These

are handled as a type of work

unit known as a replication
controller. Replication controllers
do that a specific number of pod
replicas are running at any one time.
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Let us discuss about security
loopholes in Kubernetes and
Docker:

1. One of the greatest attacks
happened few days back where
world  renowned  automotive
company has been hit by
cryptojacking and data infiltration
attack.

In this attack, Kubernetes cluster
was compromised because it
was not password protected
and they are directly accessible.
This attack we call as “Exploit
Chain”.

For exploitation of this vulnerability:

e Always run deep port scan
services and reverse |P-lookup
also.

e Always look for deserialization
vulnerabilities or deserializable
variables in source code.

e Always look for Jenkins servers
with port 8083, 8080.

2. Let us look up at the graph CVE
databases for Docker and
Kubernetes:
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Docker » Docker : Vulnerability Statistics
Vulnerabilities (20) CVSS Scores Report  Browse all versions  Possible matches for this product  Related Metasploit Modules
Related OVAL Definitions : Vulnerabilities (0) Patches (1)  Inventory Definitions (0) ~Compliance Definitions (0)
Vulnerability Feeds & Widgets
Vulnerability Trends Over Time
Year #of DoS Code Memory Sql XSS Directory Renmnu Bypass Gain Gain CSRE File #of
Vulnerabilities Execution Corruption Injection Traversal s p|m thing Inf ion Privileg Inclusion  exploits
2014 6 2 1
2015 3 1 1
2016 2 1 1
2017 5 2
2018 2
2019 2 1 1
Total 20 2 3 1 2 1 3
% Of All 100 15.0 0.0 0.0 0.0 0.0 5.0 0.0 10.0 5.0 15.0 0.0 0.0
Docker » Docker : Vulnerability Statistics
Vulnerabilities (20) CVSS Scores Report  Browse all versions  Possible matches for this product  Related Metasploit Modules
Related OVAL Definitions : Vulnerabilities (0) Patches (1)  Inventory Definitions (0) Compliance Definitions (0)
Vulnerability Feeds & Widgets
Vulnerability Trends Over Time
Year #of DoS Code Memory Sql XSS Directory Rn"m:me Bypass Gain Gain CSRF File #of
Vulnerabilities Execution Corruption Injection Traversal sﬂw, thing Inf ion Privileg Inclusion  exploits
2014 [3 2 1 1
2015 3 1 1
2016 2 1 1
2017 5 z
2018 2
2019 2 1 1
Total 20 2 3 1 2 1 3
% Of All 10.0 15.0 0.0 00 00 0.0 5.0 0.0 10.0 50 150 0.0 00
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Reviewers Comment

Reviewer’s Comment 1: Article highlights one of the most needed and important aspects of organization or multi system working. It
explains the technology which can be used to increase the work efficiency on the same server without any conflicts which is very beneficial
for any organization.

Reviewer’s Comment 2: The Article is very nicely written and sequencing of topics is very wonderful. This article is not only showing the
benefits and good aspects of a technology but also its disadvantages and security loopholes which is going to be one of the most eye-
catching parts of the article.

Reviewer’s Comment 3: The article is comprehensive in nature. It talks about various aspects including benefits, disadvantages and
security loopholes too. The authors have shown Docker and Kubernetes statistics with different numbers of vulnerabilities.
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Editorial Excerpt

The article has 9% plagiarism which is an acceptable percentage for publication. The comments related to this manuscript are noticeably
related to “Container Security” both subject-wise and research-wise. In this paper the authors have discussed Docker and Kubernetes,
Docker generally puts application needs and configure accordingly. On the other hand, Kubernetes is a lightweight, virtualized, portable,
software-defined environment in which software runs in isolation. The authors have shown Docker and Kubernetes statistics with different
numbers of vulnerabilities.After comprehensive review and suggestions by the editorial board the paper has been categorized under the
“Theme Based Paper” category.
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