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‘\,\,\ he brute force attacks, the attacker tries a large number of probable
& credential combinations to gain unlicensed entry to a system or a file.
‘ These attacks are usually carried away through a script of all the common
credentials available which is then used to decrypt the encrypted data
such as passwords.
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Introduction
Attackers can use this type of attack for ﬂ-""""""" = =
permission to access any website or " -

any attack and then can do whatever é’é AUTOMATED
they want. It is effective, although a Sl
time-consuming approach as we must
follow a hit and trial approach for all
the possible combinations.

ATTACKER

SERVER

Automated tools are usually used
to guess various combinations of
credentials. It also depends upon the
force of credentials. For example, if the
password is complex then it will take
longer to find the correct combination.

Most of the cases, usernames and
passwords from past attacks are
used which are generally available
on the internet which act as the initial
information to begin this type of
attack.

Case 1:

Interesting Cases for Brute
Force Attacks

Brute Forcing a Web
authentication endpoint.

1. Web authentication endpoint
which belongs to a well-known
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site was found to be protecting
against brute force attacks only
via means of rate limiting based
on IP.

2. We can carry out this brute
force attack using the clear-text
password databases which are
available on the internet like:
htips://wiki.skullsecurity.org/
Passwords

3. Our first attempt was to try brute
forcing using the TOR network
but there was a WAF present in
their environment to block this
activity right away.

4. It was found that the target also
supports IPV6 address and thus
an IPv6 Virtual Private Server
(VPS) was configured to have
different multiple IPv6 addresses
based on the provided range.

5. The next step was to create a
python script through which we
can log in using different available
IPs in the pool and having a gap
of 3 seconds between the reuse
of the same IP. (We calculated in
the initial recon that any request
within 3 seconds from the same
IP was getting blocked).

6. Let's take out a list of the
most commonly used 10,000
passwords and append it with
one real password which belongs
to our test account (hackme@

gmail.com).
7. Let us start the python script on
our target:
Usage: python endpoint.py
<USERNAME> <PASSWORD_

DICTIONARY_FILENAME>
<INTERFACE of VPS> <THREADS>

#python  endpoint.py hackme@
gmail.com common_passwords.
txt vnetO 50

8. It took exactly
340 seconds to hit the right
password at 10,001 positions on

the list. Thus, an attacker can
predict the password at this rate
as we can bypass the rate limiting
and were able to send 10,000
wrong attempts on the target
without any issues.

This was only possible as the
target was not using any captcha
mechanism or any account
locking policy like locking out that
account on observing more than
“X” number of attempts.

Case 2: Ways to Brute Force a
Social Networking Platform.

1.

There was a mobile endpoint for
this site to perform authentication:
https:/m.abc.com/api/v1/
accounts/login/

We tried to do a brute force attack
using the Burp Intruder feature
and for the first 1000 guesses
we received a response “Entered
password is incorrect”. Please
try again”. All these attempts
were done from a single IP only.
After the first 1000 guesses, the
response changed to “Entered
username is incorrect” (Even
when the username was correct).
We got to know that there is
a limiting rate which is getting
triggered after the first 1000
attempts.

The same response was being
provided by the target for the
next 1000 attempts (Total 2000
attempts so far) but after that,
we started getting a mixed
response with the “Entered
password is incorrect” followed by
“Entered username is incorrect’
consecutively.

A brute force strike can be carried
away after observing the above
pattern. We just need to replay
the same input when the received
response is “Entered username
is incorrect” as we know from the
observed pattern that it will take

the same password next time
without any issues.

We just need to create a python
script to brute force 10,000 most
used passwords just like in the
previous case which will be
having the real password as the
final entry for the test account.

It took 210 seconds to crack the
right password stored at 10,001
locations in the text file and
this vulnerability was exposed
clearly.

There was no account lockout
policy or IP address location-
based fraud detection mechanism
being used by the target to get rid
of such brute force attempts which
made it very easy for the attacker
to exploit this vulnerability.

Case 3: Taking over the temporarily
locked accounts on a Social
Networking Site.

1.

We observed that even after
providing the valid credentials,
we were being sent to the page
to verify our account due to
inactivity. We were getting options
to complete this verification by
email or phone.

On observing the URL carefully of
this verification page, it was found
that it was having the unique user
ID within it. This site was having
incremental user IDs and thus we
can brute force this parameter in
the URL and then observe the
outputs.

For very few accounts, we
received the same response of
verifying the account by email/
phone, but we cannot do that
as we do not have access to the
victim’s email/phone.

For some accounts, the site
asked us to verify our account
through captcha, but the bizarre
thing was that for other remaining
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accounts, we got an option to
update the email address.

5. Thus, we can change the email
address and then alter the
password to take over these
accounts.

6. The most serious issue was
discovered with the greatest
number of accounts as the site
was allowing us to update phone
numbers and verify accounts.
Thus, a password reset can be
easily done after changing the
victim’s phone number.

7. There must be appropriate
authentication on the pages that
allow updating any information.
Lack of this authentication can
cause an attacker to exploit this
vulnerability.

Case 4: Taking over the account
through token brute force attack.

1. The target, in this case, is an
app that can be used to build a
workspace for any organization.
Once the workspace is created,
the admin can further invite
the users to join the same
workspace.

2.  We observed one major disparity
stuck between the invitation URLs
being sent. If an admin invites any
external user, the invitation URL

YouTube Channel.

looked like this: htips://abc.com/a
ccount/?service=prod&digest=aa
sOBeXtSZDRqgVISRPAgPXc0

But if the invite was sent to an
existing user then the URL was
different:  https://abc.com/invitat
ions?inviteld=19000000765881
9&type=accept&source=mail no
hash or signature was used in
this URL.

We tried to further investigate this
URL after comparing other URL
invites and got to know that the
first 12 digits refer to the group
and the last 3 digits refer to the
invitation ID (which needs to be
brute-forced).

On testing further, it was found
that this user ID is not even
getting expired if someone else is
using it. For example - Suppose
admin sent an invitation to “abc @
gmail.com” but the attacker was
able to do a brute force strike
on the user ID and was able to
join the organization with “xyz@
yahoo.com” and the invitation will
still remain active and the admin
would see that the invitation is
still pending.

This way an attacker can get
control of the admin account with
a great chance of not getting
noticed at all. Such vulnerabilities
are the most dangerous ones.

Case 5: Getting into the accounts
on Social Media without any user
interaction.

1.

It was found that every time the
user forgets their password, they
get an option to reset the same by
entering their phone or email
address on this link: https:/
www.godzilla.com/login/

identify?ctx=recover&lwv=110
(Actual target name changed)

This site will further verify the
user by sending the 6-digit code
to the provided phone or email
address and then we can reset
the password easily.

The first thing which arises in our
brain is to brute force this 6 digit
code on our target “www.godzilla.
com”. We found that just after
10-12 attempts, we were getting
blocked.

We further went ahead and tried
the similar thing on the beta
version of this site “beta.godzilla.
com” and surprisingly there was
no rate limiting present on this
target.

We were able to brute force that
6-digit code and were capable of
getting into any account present
on their beta version.
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Reviewers Comment

Review Comment 1: The author has explained very well what brute force attack is. It provides a glance as to how brute force attacks are
a threat to several cyber appliances. The cases provided in the article further substantiates the cause. It can help in understanding which
areas we need to work upon.

Review Comment 2: Brute force attacks have been occurring for about two decades now. The rise in usage of emails and profile based
applications have increased these attacks. Almost all applications today demand to create a profile. If their systems are attacked, personal
data of various users is at risk.

Review Comment 3: The article gives an insight on various waise which are used to implement Brute force attacks. It is very informative
and explains the concept very well. With increasing usage of social media platforms, the risk of losing data that comes with brute force
attacks also multiplies.
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Editorial Excerpt
The article has 9% plagiarism which is an acceptable percentage for publication.The comments related to the paper are noticeable to the
theme about how the attackers affects the system, this papers follows 5 used cases on different scenarios of the attack, namely attack
through web authentication endpoint,social network platform and site, token brute force attack and social media attack without any user
interaction. This is based on the latest used cases. After the editorial remarks the article has been earmarked and finalized under the
“Scrutiny Tip” category.
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