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Invasion of the digital world has changed the way day to day activities are
carried out. India being a country of young digital population with estimated
370 million users making up to about 30 percent of world’s population becomes
highly prone to carry out cyberattacks. The article highlights the emerging
threat of today’s cyber world known as cybercrime to the financial

sector in general and banking in particular.
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The modern era we are living in is
known by the technology on which our
daily routine life is greatly dependent
and we live with it. This technology
enables our reach to everything we
need at our door steps that makes
us more and more dependent on it.
Innovation in technology has made
the world a small place in which
people are coming closer. This
technological advancement has
many opportunities and efficiencies
to every type of organisation be it
banking, education, medical, etc. But
these technologies have also brought
unprecedented threats with them
known as CYBERCRIMES. In layman,

Cybercrimes are known as the crimes
that involve a network or computer.
These days cybercrimes are becoming
one of the most crucial issues
across the globe that require utmost
attention. Usually cybercrimes include
an unauthorized access and security
breach of information belonging to

any person or organisation with the
help of the internet. There is no doubt
about the fact that cybercrimes are
all time high in present, not even a
single day passes when a bank’s
customers have not been fraudulently
stolen of money from their bank
account or an organisation suffering
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a security breach. For everyone be it
any bank or organisation the stakes
involved in cybercrime is so high, it
is all encompassing and its collective
impact can be very astounding. Apart
from financial losses cybercrimes also
negatively impact an organisation’s
overall goodwill, reliability, trust,
business assets, and reputation build
in past along with its employees and
shareholders, loss of business assets
and reputation.

Across the globe banks are the most
prone and have been largely hit by
cyber criminals and hackers in recent
years. Reason to that is usually
cybercrime takes place where a
large amount of money is found and
undoubtedly banks and other financial
corporations have got more money
than any other entity at present
therefore these are considered as
the most prime and lucrative target of
cybercriminals.

Banks possess the data of millions
of users, which in a way provides
numerous avenues for profits though
extortion, theft, fraud, discontinuation
of business, loss of assets/ business
information, third-party claims etc.
Cybercrime has become a big hacking
business.

In comparison to any other kind of
organisation, the financial sector
is almost 3 times more prone to
cyberattacks, which almost operates
in a constant threat of it. These
threats are actually a great challenge
for the IT and security teams to
safeguards the interest of all the
stakeholder by actively keeping an
eye on by collecting, disseminating
and interpreting malicious events. A
survey conducted by the PWC in
2016 on Global Economic Crime
found that cybercrimes are the
2 most globally reported
crimes by which around 54%
of organisations had been hit in the
last two years.

One of the major significant factors
of imposing cyber-attacks is also loT
connected devices, with these sensors
assimilate, analyse and act on the
information that offers new prospects
for business, technology and media
to create and new opportunities
and values for the information to be
compromised which results in sharing
of more sensitive data the risks of
which are exponentially greater. To do
cybercrimesthesedayscybercriminals
are using cloud based botnets to take
over the power processing, launching
Distributed Denial of Service (DDOS)
attacks via cloud, exploiting near field
communication etc. (Deloitte)

Some Facts About INDIA:
Emerging cybercrimes is a global
problem that is increasingly leading
to a variety of other problems from
micro to macro levels and India is no
exception to that. Digital landscape
of today offers more flexibility and
convenience for cyber criminals.
According to a Forbes report
highlights on banks and cybercrimes
in comparison to any other industry
banks are being targeted more
frequently than other firms, over the
past five years the security breaches
rates of the financial sector have
increased by around 300 percent
amounting to a cost of $1 trillion each
year to them.

The prime concern of the emerging
threatistofind outwaysandtechniques
to prevent frauds and data breaches
in the digitally evolving global sphere.
One of the major reasons for it
becomes the unawareness about the
cause and its implications. As per a
survey conducted by KPMG in 2016,
12% of bank CEOs, 47 % of banking
executives, VPs and MDs and 72%
of senior VPs and directors didn’t
even know if their banks had been
hacked. Hackers with advancement of
technology undoubtedly are becoming
more and more sophisticated in their
methods. Below presented are some

facts about the cybercrimes conducted
in India:

In January 2018, the Aadhar system
got hacked which compromised
the personal data of over 100
billion people that caused greater
concerns for national security.

According to the RBI reports
during the period of 2008-17, total
estimated reported cases of cyber
frauds came out to be 1,30,000
amounting rupees700  crore.
This figure clearly states that a
cyberattack enough though no
money is lost directly can result in
a bank failure.

As per the data revealed by the
National Crime Record Bureau
(NCRB) in 2017, the cybercrime
cases almost doubled in number
and a big spike was observed
over the previous years. The total
number of cybercrimes across
India was approximately 3,474 in
2017, up from around 2,402 cases
in 2016. In 2018. As per the reports
generated by RBI the observed
cases of cyber fraud in 2018
amounted to Rs. 109.6 crore.

In December 2019, data breach of
Airtel’s mobile app compromised
and exposed the data of 300 million
users. In the caused security flaw
personal information of the users
such as name, email address, DoB,
residential address, subscription
information, device capability
information for 4G/3G & GPRS,
activation date, user type, and IMEI
numbers etc. were exposed.

In Feb 2020, the debit/credit cards
details of around half millions of
people were put up on sale on
an underground dark website; a
popular hub for conducting financial
crimes/frauds.

The data included sensitive details
of users such as card numbers,
user name, CVV/CVC codes, date
of expiry, email address etc.
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Cyber Security:

Emergence of cybercrimes calls for
robust cybersecurity measures and
especially in the financial sectors
cybersecurity has been of great
importance as the very foundation of
it lies in fostering trust and credibility.
A weak cybersecurity measure by
any bank can amount to a huge data
breach can cause its customers base
totake their money to some other bank,
cancelling cards etc. Stringent cyber
security measures should always be in
the bank’s priority list. To improve the
cyber security framework the Indian
regulatory situation has also become
most robust and stringent. Reserve
Bank of India (RBI) in 2016, made it
mandatory for all the banks to put in
place a robust and stringent cyber risk
management system approved by their
respective boards. In 2013, in order to
fight against and protect the country’s
cyber ecosystem GOI released the
National Cybersecurity Policy. Then
in 2014, National Critical Information
Infrastructure ~ Protection  Centre
(NCIIPC) was developed to protect
the information infrastructure against
emerging cybercrimes. In 2017, the
National Cybersecurity Coordination
Centre (NCCC)wasdevelopedtocreate
a consciousness about cybercrimes to
thepeopleinthecountry.In2017, Cyber
Swachhta Kendra was developed for
the internet users to clean out the virus
and malwares present in computers
and other devices. Most recently the
government has established Indian
Cyber Crime Coordination Centre
(14C) to strengthen the present
system to tackle the issues related to
cybercrimes in a more comprehensive
and coordinated manner.

Cyber Security considerations for
Banking Sector:

Many experts believe that though
banks are protected from external
threats but the threats that arise from
within, which can result from the
carelessness of the employees, have
the potential to cause a greater risk.

To guard against such vulnerabilities
banks must continuously engage
in conducting various awareness
programs, mock drills and stimulation
exercises etc. for their employees to
educate them against threats and to
keep the infrastructure secure.

Following considerations in various
services can be adopted by banks.
For example, in internet banking
transactions security measures such
adaptive or two factor authentication,
strongpasswords,imageauthentication
etc. can enhance security controls.
While in m banking users must
continuously ensure updating and
testing of the application installed.

Mobile wallets or digital wallets should
also be secured with strict passwords.
In ATM’s more stringent biometrics
like voice scan, eye-retina, finger
scan should be incorporated. Also
banks and PSPs need to think through
their security strategies, governance
models and predictive controls to build
a secure UPI environment that ensures
a seamless user experience and at
the same time balances security risks.
(BDO India)

Implementing Blockchain
Technology for Cyber Security:

Blockchain being one of the recent
emerging  technologies, though
originally invented for bitcoins,
holds the potential to become useful
in strengthening cyber security
framework. Owing to its distributed
nature via eliminating the human
interventions in the authentication
process, blockchain leaves no
scope for hacker or central
failure and thus ensures amore
tightened security framework.
Blockchain will improve data integrity
and digital identities via preventing
the internet of things connected
devices from Distributed Denial of
Service (DDoS) attack and ensuring
decentralized storage through
encryption to guard against any
unauthorised access or modification as
it will demand consensus-based third-
party validation for every transaction
that will also improve the traceability
of any and every transaction done.

Conclusion:

In recent years cybercrimes have
emerged as a threat growing in leaps
and bounds causing billions in financial
sectors and its allied institutions. The
imperative need of the hour for such
financial institutions is to wake up and
fight against their attitudinal mindset
on a war footing. It is pertinent for
all kinds of organisations to invest in
multi-faceted, intelligent, smart and
a cross-channel framework to tackle
cybercrimes; that in a way besides
helping save billions would also
protect their credibility and reputation.
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Reviewer’s Comment 1: The authors work had a magnified image over the work done on cybercrime. The content clearly pictured how
various cybercrimes took place with increase in technological advancement. Various cases held in India showed its effect on banking and
other sectors.

Reviewer’s Comment 2: The article highlights the emerging threat of today’s cyber world known as cybercrime to the financial sector in
general and banking in particular.Even though the paper is short and crisp, then also it covered all the important and required aspects and
also it is well structured.

Reviewer’s Comment 3: The paper also had a liberal opinion on the positive effect of Blockchain technology helping to reduce cyber
crimes that is the need of the hour.
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