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ABOUT THE BOOK

Very conveniently we may describe our time as an internet era for the
reason that it has been marked by such enormous developments
which could never have been imagined just few years back. Almost
every aspect of life has been digitalised from purchasing travelling
tickets to procuring food packets, medicine, and even medical
advice, ensuring the security of house, transforming the mode of
livelihood, and what not. More so, the life has become globalised, it
has brought the people closer irrespective of geographical distance
ordetachments.

With this, behavioural changes have also been witnessed in the
contemporary society. Along with facilitating the transfer of
information regarding the knowledge, both technological and
general, equally, it has generated possibilities for the commission of
new genre of crimes, known as Cyber crime.

Cyber crime may be defined as criminal activities carried out by
means of computers or internet and it includes the transformation of
criminal activities in virtual world, particularly computer integrity crime
(such as, hacking, cracking and denial of services), computer
assisted crime (namely, cyber fraud and cyber terrorism, cyber
laundering), computer content crime (for instance, pornography,
cyber stalking, voyeurism offensive communication pornography)
and so on so forth.

Authors have made every effort to enthuse the readers to go through
the book and feel enlightened to delve into various aspects of the
developing areas of the cyber crimes, like -

« Cyberspace and transformation of criminal activities;
« AGeneral Perspective of Cyber Crime;

« Computer Integrity Crime: Cyber Hacking/Hacking, Cracking and
Denial of Service;

« Computer Assisted Crime: Cyber Fraud and Cyber Terrorism,
Cyber Laundering;

« Computer Content Crime: Pornography, Cyber Stalking,
Voyeurism Offensive

«  Communication;

NEW DELHI | DUBAI | LONDON

Cyber Crimes
in 21st Century

™ Manakin

PRESS

« Criminal Law
« Computer Security
» Internet and Digital Media

MY T

Nidhi Saxena

») Pages: 436 (HB)
)) Price: 7895.00

« Lawand Orderonthe Cyber Beat; and

e Cyber crime Future: The Automation of Offender-Victim
Engagement.

Along with synchronizing various aspects of the problems related
with dealing in the Cyber crime, efforts have been made to pinpoint
the relevant provisions of laws, particularly, the provisions of the
Information Technology Act, 2000 amended in 2008. Suggestions
have also been made forimprovement at the appropriate places.

In view of above, the editor of this book very humbly hopes that it will
be useful not only to those who are learned in law, law students and
research scholars but also to the public in general, since endeavour
has been made to provide adequate and reliable position of the
prevailing law.
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