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hat are the different payment methods that we have today? The most

commonly used payment method since a long time is cash. But in the
past two decades, many more options have emerged but the most common and
widely used of them is digital payments that includes using bank cards at PoS
terminals and payments using digital platform by using a mobile or a laptop.
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Introduction

In today’s world, we are seeing
an increase in the number of digital
payments. Whether it's good or bad, it
is up to us to decide? But, let’s see that
what are the different digital payment
methods that are present in India. We
will also take a look into what are their
benefits and drawbacks. So, let's get
started.

What do you mean by a digital
transaction? A digital transaction
is a seamless system where the
transactions are carried out without
the need of any physical cash. A
digital transaction can be carried out
in many different ways. Whether a

user wants to send money or receive
money via digital payment methods,
there is one common criteria that the
user should have an existing bank
account and the user should have
sufficient balance available in their
bank accounts to make payments or
to receive payments.

A digital payment system has three
components for carrying out any
digital financial services:

1. A digital transaction platform i.e.
a digital platform that supports
digital payments.

2. The customers that will be using
that platform to send money and
the retailers that will use that
platform to receive money.

3. Adevice (mobile phone orlaptops)
to make digital transaction via the
platform.

Now, let's have a look at different
types of digital payment methods that
we have in India.

Bank Cards

Banks cards are among the most
widely used payment methods. They
have dominated the digital payments
for about a decade. Today’s bank
cards come with various features
and benefits that include cashback,
reward points, discounts at selected
merchants and outlets, domestic
and international Lounge Access,
and several others. Banks are also
introducing several security features in
bank cards that we will be discussing
later. Different bank cards are issued
by the banks according to the needs
and requirements of their customers.
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Some of the card payment companies
are:

e VISA (includes, VISA Electron)

VISA

e MasterCard(includes,MasterPass,
Maestro and Cirrus)

visa

Electron

9

=

=2

e American Express

MasterPass

[AMERICAN|
EXPRES

e Discover (includes, Diners Club
International)

DISCTVER GD

Diners Club
INTERNATIONAL

JCB (Japan Credit Bureau)
ik
iﬁ-

e CB (Carte Bleue)

e=

e UnionPay

UnionPa

¢ RuPay

RuPay)

Banks basically provide three types of
cards:

e  Debit Card
e  Credit Card

e Prepaid Card (alsoincludes Forex
Cards and Gift Cards)

Debit Card

Debit card is the most basic card of
all of three. It is issued by the bank as
soon as you open an account. Debit
cards are linked to the customer’s
account and they can use debit cards
to withdraw money from ATMs, make
online payments and make payments
at Point-of-Sale (POS) by swiping
the card. Debit cards come with two
variants: ‘For Domestic use Only’ and
‘International Debit Card’. The cards
that are for Domestic use only can only
be used to make payments in India.
Debit cards can be used at ATMs
to check account balance, getting
information about last transactions,
and carrying out other financial and
non-financial transactions.

Credit Card

Like debit card, credit cards are also
issued by the banks. To obtain credit
card, a customer must submit the
documents that are required for its
approval. The main difference between
debit card and credit card is that while
using credit card, a customer can
use a credit card to make payments
beyond the amount that is present in
his bank account. But there is a limit to
the amount that can be used by each
card and this limit is known as the
credit limit. The credit limit depends
on the customers financial status
and is decided by the bank. There is
a time limit within which the customer
has to make the payment to his credit
card account which is known as due
date and this can also include interest
charges that has to be paid to the
bank. The interest charges depend on
the bank’s policies and are often not
charged if payment is made before the

due date. Cash withdrawal via credit
cards is charged and thus credit card is
not suitable for cash withdrawals, but
while making digital payments credit
cards have an edge over debit cards
and they provide much more benefits,
offers and features as compared to
debit cards.

Prepaid Card

Prepaid cards are pre-loaded cards
that are provided by the banks. It can
be used for limited transactions as
some prepaid cards like the Gift Cards
can be loaded only once and after
the amount on the card is used, the
card can’'t be loaded or used again.
Prepaid Cards like Forex Cards can
be loaded with different currencies
and can loaded multiple times but
they are designed to make cash and
digital transactions outside India
including payments at POS. The cash
withdrawal charges in international
currencies outside India is the lowest
in Forex Cards as the currency
conversion charges for Forex cards is
low as compared to debit and credit
cards. Prepaid cards like Gift Cards
can be used for online payments and
at POS but most of the Prepaid Cards
don’t offer cash withdrawal facility.

Usage of Bank Cards

e  Withdrawing money from
an ATM - To withdraw money
from an ATM (Automated Teller
Machine or, Automatic Teller
Machine), the customer needs
to insert their credit or debit card
and go through the interface. PIN
(Personal Identification Number)
is a 4-digit or 6-digit (6-digit pin
is used by some banks now-a-
days) number that is used as a
security measure by the banks
to authenticate and authorize
a transaction. PIN can be set
by the customer. There is a
maximum amount of money that
can withdraw from an ATM in a
day and this maximum limit is set
by the bank.
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Cash withdrawal

Fig-:-ABC-2.2 (Image Credit: Designed

by Iconicbestiary)

Shopping at POS (Point-of-
Sale) — Debit, credit and prepaid
cards can be used at major
retail stores and shops via POS
devices to make payments. To
make payment at a POS, follow
these steps:

» The customer gives the card
to the cashier at the store.

» The merchant's swipes
(for older cards), inserts or
waves (for newer cards) the
cards in the PoS machine.

» The merchant's  types
reference number and the
amount of purchase.

» The merchant then asks the
customer to enter the PIN of
the card.

» The amount of purchase
is directly debited from the
user's account linked with
the bank card (except for
prepaid cards).

» The PoS machine prints out
two copies of the receipt.
One is the Merchant’s copy
and other is the Customer’s
copy. The customer needs
to sign the Merchant’s copy
of the receipt, if needed.
The merchant hands over
the Customer’s Copy to the
customer and keeps the
Merchant’s copy with him.

» Thus, the transaction is
completed.

Customer making payment through payment terminal at counter in Cafe

Fig:-ABC-2.3 (Image Credit: Designed by Peoplecreations)

Online Payments — Debit, credit
and prepaid cards can also be
used to make online payments on
various online shopping websites
such as Amazon, Flipkart,
Myntra, etc., adding money on
payment applications such as
Paytm, Freecharge, Mobikwik,
etc. To make online payments,
follow these steps:

» Navigate to the payment
page on the website.

» There will be various
payment options present.
Select the Credit Card, Debit
Card or Prepaid Card option
as desired and then choose
the card variant (mastercard,
VISA, etc., if asked).

» The customer will then be
asked to enter the card
details. Enter the 16-digit
card number (except for
American Express Card),
card expiry date, Name of
the Card and CVV or CVV2
number. In some cases like
IRCTC website, the payment
page asks for the Card
Number, Card Expiry Date,
Name on Card and ATM PIN

along with a CAPTCHA to

authorize the transaction.

» The customer will then be
redirected to the payment
portal. At the payment portal,
the customer will be asked to
authorize the transaction via
OTP (One-Time Password)
or static password. OTP is
the most commonly used
and more secure way to

authorize the transaction.

» After the customer enters
the correct OTP, the
authentication is complete

and the transaction

completed. The customer
is then redirected to the
website.

VAR O SN

Fig:-ABC-2.4 A person using laptop

computer, holding bank card and doing

online payment

Courtesy: (Image Credit: Designed by

Katemangostar)
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How to ensure safety while
using Bank Cards

Do not share your card information
like card number, expiry date,
CVV number and ATM PIN with
anyone over the phone or internet,
irrespective of whether you know
them or not. While contacting
phone banking service of the
bank, the bank system asks for
card number and ATM PIN or
Customer ID for user verification
if the customer wants to validate
without using the TIN (Telephone
Identification Number) or the
customer is calling from some
number other than the number
registered with the bank, then
you can enter the details while
recorded system audio asks you
to do. Once you start talking to the
Bank Representative do not share
any card information. You can
share your card number, if in case
you want to block your card (card
lost or stolen). Nowadays, we can
block a card via Net-banking also.

Do not share you card details
or personal information on a
telephone call where the caller
claimstobeabankrepresentative.
If you want to verify any details
or get any information, you must
contact the nearest branch or
call the bank’s phone banking
service.

While making payments on PoS
terminals at merchant location or
service providers like restaurant,
hotels, etc., do not hand over
your card to any employee. Ask
them to bring the PoS terminal
device to make the payment or go
to the payment counter to make
payment via your bank card.

e Always check the amount on
the PoS terminal before entering
your PIN.

e Always check the receipt
and the bill to verify that the exact

payment was carried out i.e.
exact amount was deducted.

While using credit card, always
keep the transaction receipt
for comparing the transactions
mentioned in the card statement
that you receive at your billing
date. Most customers throw
away or destroy the transaction
receipt and do not match the
transactions mentioned in their
card statement.

While using debit card, before
throwing away your transaction
receipt check your account
statement and verify the amount
of your transaction.

Donotthrowaway yourtransaction
receipt once you have verified the
transaction. Tearitbefore throwing
as it contains the last 4-digits (first
6-digits also in some cases) of
your card, your name and some
other information. The transaction
receipt for cash withdrawal at
ATM machines contains some
more information in some cases
such as remaining account
balance and few digits of account
number. If dumpster divers get
your transaction receipt, they can
retrieve all of your card details
and can conduct unauthorized
purchases especially over the
internet.

While using the bank card at
ATM, make sure that no one is
watching your finger movements
as you type your PIN. There can
be someone watching over you
from behind or from sides. Also,
cover your hand with the other
to ensure that no cameras within
the premises can easily capture
your PIN number. There can also
be very small hidden cameras
above the number pad or hidden
cameras pointing at the number
pad of the ATM which could have
been setup by some persons with
wrong motives.

Always remember your PIN
and try to remember your card
number so in case of card theft
or loss you can report to your
card issuing bank immediately
via phone banking and block
your card (or, hotlist your card)
immediately. This will freeze your
card temporarily and prevent any
unauthorized transaction until you
retrieve your card or your card
gets replaced.

Do not write your card details
along with the PIN anywhere i.e.
on paper, on your computer, on
your mobile phone as a contact
or as a note, or on a notepad or
dairy that you carry with you daily.
If your computer or mobile gets
hacked or someone gets access
to it (sees your diary, mobile,
uses your computer or mobile)
while you are having coffee or
busy talking, etc., then there is a
possibility that an unauthorized
transaction can happen.

Do not write your PIN on a piece
of paper or the back side of your
card and keep it your wallet. If
someone gets your wallet, then he
will have both your card and your
PIN. So, he can easily withdraw
money or make transactions. Try
to keep your wallet and your bank
card in two different wallets or in
two different pockets.

While making an online payment
over the internet, check for the
security. It is discussed later in
this post.

While downloading banking apps
always download the app directly
from the bank’s website and let
it redirect you to Google Play
Store or the Apple Store. Do not
download banking apps via links
that your receive via emails or
SMS. Always keep your banking
apps updated.

Periodically, check for bank
statements and credit card
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statements for any unauthorized
orsuspicious transactions. If there
is an unauthorized or suspicious
transaction, report to the bank
immediately and get your card
replaced.

e Always check if there is any
discrepancy between the actual
transaction and the SMS with
the transaction details that you
receive on your registered mobile
number as soon as you do any
transaction.

e When you receive your bank card
at your home ensure that the mail
is completely sealed and there is
no damage on it. After opening
the card, sign immediately at the
back of your card. In case, the
mail seal is broken or damaged,
return the mail and don’t receive
it.

e Change your default card PIN
immediately and keep changing
your PIN frequently (once in
every 3 months).

*  When disposing your bank card
after replacement or up-gradation
of your card, make sure to cut
your bank card diagonally before
disposing it. If you're closing your
account and the bank asks you to
return your card, make sure that
your card is properly disposed.

e Always keep an eye on the vendor
at the cash counter while making
PoS transactions and make sure
that he swipes the card and make
the transaction in your presence.

e Before using the ATM make
sure that there is no strange
object present near or around the
insertion panel of the card.

e Before leaving the ATM make
sure that the transaction has
been completed and the green
light is blinking at the point where
you inserted the card and ‘Please
Insert Your Card’ message is
displayed at the screen.

e Do not respond to e-mails that
asks your personal or financial
or card information. Banks never
asks for such information. Also,
don’t click on any links in emails
that asks you to login or change
your password urgently.

e If possible, make any online
transaction from your computer
while using the “Incognito Mode”
or “Private Window” mode of your
web browser & log out or sign out
of the website after completing
the online transaction and close
the browser window. To open any
other website, start the browser
again. If you are not using the
Incognito Mode, then make sure
to delete the browser cookies
after signing out and then close
the browser and then reopen to
do any other task. Do not browse
the web or open any other tab
or other browser while making
online payments or accessing
Internet Banking.

e Don’t ask help from strangers or
let strangers assist you at the
ATM. They could trick you or it
might be a trap. Don’t even trust
staff members or security guards
without completely verifying their
identity. It could be a fraudster.

Different Modes of payment
at PoS Terminal

e Using chip-based Debit, Credit or
Prepaid Card

Fig:-ABC-2.5: Different Modes of
payment

(Image Credit: Designed by
Molostock / Freepik)

° Using contact-less Debit, Credit
or Prepaid Card

)))

If the bank card is a contact-less
Debit, Credit or Prepaid Card,
then this image will be present
on the bank card.

(Image Credit Left: Designed by
Freepik | Image Credit Right: Designed
by Freepik)

e Using smart-watch

[

Please pay
$5005

s Qo v

1 5 1
=4 {{( ‘
7. 5

; : -

POS Smartwatch Payment

Fig:-2.1 (Image Credit: Designed by
Iconicbestiary)

e Using mobile phones (Samsung
Pay, Apple Pay or Google Pay)

Fig:-2.2 (Image Credit: Designed by
fanjianhua / Freepik)
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How to Know if a website is safe for
making Online Payments?

To make sure that any website is safe
for making Online Payments, check
for the following:

e Make sure that a padlock symbol
is displayed in the URL

e Make sure the website is running
on https

hittps://thesagediary.com

e Make sure that one of the
following logos (especially PCI
DSS, except in Bank’'s Payment
Page) is present on the payment
page where you enter your OTP,
Password or Card Details.

%RIFIED MasterCard.
by VISA
AMERICAN EXPI!ESSI JCB
SafeKey

ProtectBuy

PCI-DSS #DSS

certified by SISA

Some other logos listed below,
and many others may also be
present on the payment page

but any one from the above ones

must be present.

i) vt QY MeATeE

Symantec
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Reviewers Comment

Review 1: As we passage into a cashless economy, there is continuously going to be interrogations high over the security in digital
expenditures.

Review 2: The Mobile apps are one of the most practical smartphone features ever to exist. Apps are so user-friendly that many companies
that had previously operated solely via website.

Review 3: In my opinion: Privacy is an essential part of day to day living, especially if you are living in a world where everything you do can
be tracked by a simple few key presses.

Editorial Excerpt

The article has 0% of plagiarism which is accepted percentage for publication the security measures are called as two-factor authentication
that greatly decreases the risk of fraudulent activity during digital payments. Expenditures are completed using payment tools. Cash, for
example, is a payment gadget. So too are checks. Though, arithmetical payments are not one utensil but rather an umbrella term applied

to a range of different apparatuses used in unalike ways, under the group of “Argument Based Credentials (ABC)”.
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