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n the era of technology at its evolving stage. We realize that the

more the technology is evolving, the more the cybersecurity needs
to be taken care of. When we talk about crime, it's mainly about
murder, theft or any other criminal activity. Though, when we talk
about Cybercrime, then things are taken to a different perspective.
Cybercrime or as we can say, any computer-oriented crime takes
place in the presence of a computer and a network. Any attacker
will be using a computer to make the cyber attack feasible and a
computer, on the other hand, will be there, ready to be attacked due
to its low security. In other words, it can be said both the target and
the weapon is a computer.

The most common cybercrime is the DDoS attack (Distributed DoS),
it shuts down the system and networks using the system’s own

protocol against it.
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Introduction

How do attackers attack?
This question is asked by several
people who don’t have any idea at
what cost they are giving out their
network information and to whom in
just a click of “Yes, | agree to the terms
and conditions” How their simple I.P
Address and MAC address is being
used in a way they cannot imagine.
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e Where there are confidential/
personal data, an opportunity and
most importantly, an intention
to do cybercrime. Thus, Data
breach occurs which means that
intentionally or unintentionally

the release of secure or private/
confidential information to an
untrusted  environment  can
take place. It is the same as
data leak, information leakage
and also data spill. When a
cybercriminal successfully
infiltrates a data source and
extracts confidential information.
Either done physically by
accessing a computer or network
to steal local files or by bypassing
network security remotely.
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¢ Whether it is the dark-web for
selling things which are illegal

on whitelisted websites. Be it
code, arms and ammunition and
what not. Also, if our information
is present on dark web, it can
be used by criminals to commit
fraudulent activity.
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Even cryptocurrency is used
for major cybercrimes, giving
spam emails to people who are
innocent. For example, A friend of
mine was mailed that his video will
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be uploaded on a pornographic
website if he doesn’t give a 100$
to the account in bitcoins. So,
there are many spammers who
go to any level to make crime and
try their best to not get caught.
Though, many of them get caught
and punished according to the
law.
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s SMS like “You won 10000%, Click

below to Claim Now!” is definitely
spam, You are really innocent and
unaware of the consequences of
clicking such links. | will let you
know later in this article about the
consequences.

Spams like backscatter spams
occur when a humongous amount
of e-mail messages gets bounced
by the system.
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“Wow! I've got one from someone [ know!"
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Phishing attacks are very
common these days, they are the
easiest way of attacking one’s
bank account directly because
the user himself/herself gives out
the information for authentication
of their original account. For
Example: Rather than going to my
icici.com website for net-banking
purposes, someone accidentally
clicked on a link which said, icic.
com (one ‘I’ missing) as the user
puts in all the information, the
database of the attacker gets
updated with the information of the

poor user who authenticated to a
malicious website unknowingly.
Then, the attacker goes to the
original website and uses the
USER ID and PASSWORD for
monetary benefits.
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How to save ourselves from
these attackers?

There are some tips which will help
you to keep your device secure. Even
though, there isn’t a single antivirus
available on this planet which would
give you 100% security guarantee.

To save oneself from crimes, one
should have a broad idea about
the types of cybercrimes.
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Ways to Protect Our Network: Conclusion and Future Scope
The chances after protecting your
Do not open unnecessary links from your Spam folders in your e-mail account. device are always less as to the one
,1\7 who is unaware of everything. Some
people do not even know about their
Read carefully for the correct names of the websites which you are using, especially for banking purposes. own system so it is always a good
#\ 7 thing to know what system you are

using, what are the various updates

which can be done, which antivirus will
‘J\/" protect your device best etc. All these
decisions are beneficial as one should
never compromise with their data. It
W is our data and we should always be
an aware individual. We should know
about where the data is shown, what
is being done with it and to what extent

Keep the software updated and back up data from time to time to avoid crucial data-loss.

Use two-factor authentication (2FA) for applications, accounts or keys which are important to you.

Make use of antivirus for detection of malware and having firewall protection,

Read the terms and conditions of the websile or application before using them, Permissions Lo aceess your camera, . be d if h
microphone, location, images etc. and use the information in any way can be granted to such applications if you do it can be dangerous if someone have

not pay attention to their privacy policy. your information. Hence, as everything
I\F is available on the internet nowadays,

Keep Ad-Blocker ON and pop-ups OFF, if you want to avoid unnecessary ads on your web-browser which in a way it is impossible for anyone who has
will protect you from clicking malicious websites and pop-ups. K
) access to the internet, say, that they

do not know about the cybercrimes. It
\ control sh there i izati ity ses as to whom they want to give how i . .
Access control should be there in an nrgamz:ll?;hf:re?eg;;gu%ﬁ;sei: 0 whom they want to give how many rights is researched that in every 34 seconds,

i 7 there is a cyberattack.

Example: amizone.net is the portal for students, administration and faculties to access the portal. Students have the

rights to view the time-table, their examination results or give suggestions etc. We have a sense that the attackers

v are always a step ahead but what we

have to do as defenders is to make

faculties have more rights than students as they can mark attendance, upload time-table etc. the attackers jOb harder and harder.
i 7 Reputed institutes and universities

are having courses for cybersecurity

the administrator has all of the rights, they can add or remove any account at any point in time. so that students are aware about the
*7 crimes and how they can handle them.

The Internet of Things (loT), driver-

Jse of VPN (Virtual Private Network DNS {Domain N 1 sist: / imes. .
Useo {Virtual Private Network) and DNS (Domain Name Servers) can also create resistance to cybercrimes less cars and all manner of different

87 systems just show us that the need of
Making transactions which are having HTTPS instead of just HTTP. AES-256 with FPE is most commonly used for IT security will definitely increase over
Enciipiing credit cint s stoned an  die, time. It has boomed in the past 6-10

years and will continue to do so.
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