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Security issues with the four-layer

architecture of loT model

Over recent years, the Internet has become the most significant
thing for people to deal with it. Around 2 billion people around
the world use the Web for e-mails, social media apps, extensive

— Harivansh Sharma

data sharing, sports, etc. The use of the Internet continues to grow;
the Web is another major platform for connectivity and networking,
defined as the Internet of things (loT), for computers and intellectual
artifacts. The Internet of things is a global platformloT is indeed a
system that allows us to link objects around us (for example, the
console with the computer) and communicate through the internet.
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Introduction

loT manages to find its use in almost
all areas to provide enhanced
communication among various
systems and computers, as well as to
allow human contact with the simulated
world. Nevertheless, loT is prone
to different security vulnerabilities
and has significant concerns about
privacy for end-users, as with all that
requires the Internet infrastructure to
exchange information. In light of its
advanced data sharing mechanisms,
the concept of loT remains flawed
from such a security point of view, and
the correct steps need to be taken at
the first stage until the effective and
widely recognized acceptance of loT
is further enhanced.

loT refers (i) to the worldwide network,
which interconnects digital objects with
loT technology (ii) a set of technology
supporters such as RFIDs (radio
frequency identification), sensors,
and actuators, machine-to-machine
communication devices, etc.

The IoT relies on three components,
based on the ability of the smart

device to (i) be identified (anything
recognizes itself), (i) connect
(anything communicates) and (iii)
engage (anything interacts).

The main challenges involved in
creating loT include:

1. Linking: The first problem with
interconnection is how systems
connect to the internet and the
cloud-related platform. It is entirely
determined by the ecosystem of
the device application and the form
of network infrastructure provided.

2. Information and Security: The first
issue is that protection and loT
safety are fundamental and distinct
from network security, which we
know. loT Protection has always
been a contentious issue.

i. Data Exchange Security
ii. Cloud Storage Security
ii. Physical Security
iv. System Update
3. Connectivity and Adaptability:

As the IloT environment is
continuously evolving, the

company must guarantee that
future innovations are supported.
Nevertheless, when developing
a product, it needs to balance
software and hardware.

4. Collection and analysis of data:
In addition to safety and privacy,
all data collected need to be
processed correctly. To manage
the cloud storage capacity and to
meet the network demands, we
must first determine the quantity
of data stored and obtained.

Research methodology

This document states that data
confidentiality, anonymity, and trust
conform with document states that
data confidentiality, anonymity, and
trust conform with loT protection.
The overview of the collected data
provides new insights, as well as
the potential risk hierarchy in the loT
context, to direct further study into the
main safety layers of loT architecture.
The risk analysis for each stratum
is limited in the absence of precise
data to subjective evaluation. While
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several variables may affect the risk
analysis, the risk classification per
the application of the loT model in
different environments depends upon
the development in the application
of the loT over the years 2013-2014.
This article examines the issue as
a fundamental safety component
of all forms of the information and
communication environment from a
safety risk approach.

The four-layer architecture
of loT

TheconceptofloT designreliesonopen
standards for enabling current network
protocol. 10T design is a traditional,
layered architecture consists of four
main structures (application layer,
network layer, middleware layer, and
perception layer).A different layer of
loT architecture shown in fig.1.

of data from the perception layer,
transferring information to the sublayer
of the Network. The middleware
layer for data recovery, replication,
synchronization, andcognitive analysis
is the most commonly deployed cloud
computing system. After collection,
the information transferred to the
application layer, which utilizes the
data to provide and deliver various
services to an end-user.

loT  architecture
security factors

Perception layer security issue

Security issues in the perception layer:
it is the lowest level of loT design.
The Perception Layer offers access
to resources throughout the 10T. The
physical protection of sensing devices
and confidentiality in the perception
layer address security concerns. loT

layers
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Fig. 1. Four-layer architecture

The perception layer constitutes of two
primary functions, collection of data
and communication among the same
layer components. A network layer
comprisesoftwosublayers, connectivity
sublayer which is the central part
of the loT infrastructure, the
primary function of which is
data transfer to the next
point, middleware, which
carries on tasks including
Smart Route, and Subnet mask
Transcription, and the collection

does not have the security protection
system available and is fragile due
to limited storage flexibility and
light, insufficient node defense that
influences the case of terminals such
as WSN, RFID, and M2 M.RFID covers
security issues such as leakage of
information, replay attacks, monitoring
of data, hacking, cloning attacks, and
man-in - the-medium attacks.

4.1 Security issues with wireless
sensor networks (WSNs)

WSN are collections of separate nodes
with limited frequency and bandwidth

wireless communication. The
communication nodes of a standard
network of wireless sensors compose
of the following components:

1. Storage

2. Remote Transceiver
3. Processor
4

Power supply

Despite the limited transmitting path
for each WSN sensor node, there is
a multi-hop information exchange
between the transmitter and the
ground station. Wireless sensors
retrieve the required information by
coordinating the various nodes that
have been sentto the node of the
sink for driven routing to the ground
station. The complex communication
network generated by the use of
wireless radio transmitters facilitates
data transmission among nodes.
The transfer of multi-hop data takes
multiple nodes to take different
congestion loads.

WSN contains sensor nodes, actuator

nodes, and others. WSN is a collection

node,so security issues are at stake.

A wireless sensor activity can be

categorized into three sections:

a. Silent threats on network
integrity

b. Attacking network efficiency

c. Attacking service integrity

RFID technology security
issue

RFID: HOW DOES IT WORKS?

CEs( &8

RFID Tag RFID Antenna

Application

Fig.2. RFID

The lack of sufficient security
protocols in a variety of RFID tags
enables unauthorized access to their
information. Even though the text of
the tag might not be challenging to
read, it is quite feasible to unauthorize

10

SCHOLASTIC SEED INC. CYBERNOMICS




Experiential
Research Paper

Volume-1 | Issue-7 | December 2019

alter or erase the files. A DoS hack
could be used to damage the
effectiveness of RFID tags. The DoS
attempt makes the transmission of
the data stored in the tags to failure.
Threats against data privacy include
threats, including tag interception
using an illegal reader to capture
confidential information such as
zip codes, telephone numbers, and
distinguishing tags.Attacks on data
integrity refer to unauthorized cloning
of tags with the use of unauthorized
readers that enable cloning to bypass
the authentication methods used.

In addition to these risks, systems
utilizing RFID technologies are also
sensitive to eavesdropping, MitM
threats, spoofing, and many others.

4.2. Network layer security
factor

It is the foundation of any information
and communication system and is
not a particular framework for the loT
world. Thus, in other contexts, bugs
and risks are exist in this framework,
which often reappears in examined
mechanisms of security. The loT
definition network layer consisting of
the sublayer of connectivity and the
sublayer of the Internet The collection
of data from the perception layer and
for transmission of information to the
central network, which forwarded data
to the middleware layer, the access
sublayer is often used.The primary
security vulnerability throughout the
network layer constitutes of routing
threats such as malicious actions
against the path and transmitting
data, DoS threats, and so on due to
the strict closure of both the backbone
network. Route attacks differ from
those in the perceptive layer are

performed by wired or wireless
network transmission.

4.3. Middleware security
factor

With several different technologies in
operation inside the loT benchmark,

various forms of middleware layers
are also involved in the integration
and protection of systems and data
within the same information network.
Data needed for specific security
restrictions in middleware as well.
However, the different communication
media for broad loT implementations
can be considered into account in
middleware design and development.
Although many intelligent devices
natively  support the continued
introduction of IPv6é communications,
the IP protocol may not be recognized
in the area.Then, ad hoc gates and
middleware is used.

0 Application (CoRE CoAP)
5
28 Network/rounting (IPv8,
5SS ROLLRPL)
BE
= Adaptation (6LoWPAN)
Y
MAC (IEEE 802.15.4,
IEEE 802.15.4¢)
PHY (IEEE 802.15.4)

Fig. 2.1 Communication protocols in the
loT
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Fig.3. middleware architecture

Because of their advantages, such
as delivering storage resources to
end-users, efficiency, scalability,
and others, the middleware layer is
focused on cloud computing. It allows
a large number of collected data on
the perception layer to be analyzed
and processed data to be delivered
to end-users using a variety of
applications.Thanks to its continued
growth and high rate of acceptance,
the architecture produces a large
number of challenges and flaws in
the middleware layer of the loT cloud
computing platform.

Evidence has demonstrated that cloud
computing has significant security
considerations. The avoidance of data
loss and the isolation and protection of
data contribute to these aspects. The
fact is that all the data obtained from
this perception layer raises severe
questions regarding data security.

4.4 Security issues for the
application layer

The Internet of Things has some
threats to face in the network, such
as unauthorized entry, anonymity,
data eavesdropping, privacy, DoS
threats, disruption, virus attacks, man-
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in-middle attacks, and others. loT
detects an extensive range of devices,
hence a variety of data forms. loT
implementation is indeed a product
of integration with communications
technology, digital technology, and
industry professionals in numerous
fields. Health challenges involve
spying and exploitation in the code
layer.This layer is vicariously liable
for the regulation of traffic. It provides
resources for different applications
to convert data to a comprehensible
type or improve in data gathering by
submitting inquiries. Throughout the
application layer, constant DoS attacks
were introduced by triggering the
sensor nodes to generate significant
traffic on the road to an access point.

This layer has the functionality of
detecting and correctly handling
harmfuldata, spamdata, andlegitimate
data. Social engineering, device
glitches, ransomware, spoofing, and
sniffing actions are among the issues
with protection in this network.

Business Layer

This layer controls the total resources
and operations of the loT network.
Business Layer generates a business
model based on data received from the
Applications Layer, images, flowchart,
and others. The Business Layer is

also responsible for implementing,
designing, monitoring, analyzing, and
developing the loT elements. This
layer facilitates systems of decision
making focused on the analysis of big
data. Four-layer is also tracked and
managedin the business layer.The
output for each layer is also linked to
plannedperformancetoboostservices.
It creates different business models for
successful market strategies.

CONCLUSION

loT is the next move to use Anywhere
or Anytime via the Internet. loT helps
us, anywhere, Anyplace, Anything
and Anyone to link individuals and
computers. This paper gives a
description of the loT and security
requirements of loT.Reported that
50 billion devices will be linked by
2020 through this concept, which
places high demands and difficulties
in maintaining the necessary level of
security in such an environment.In
evaluating security vulnerabilities, the
most significant safety concern was
the interpretation of the design of loT
due to different application limits and
the communication infrastructure that
was implemented on that platform,
accompanied by the cloud-based
middleware layer and the inherited
vulnerabilities.
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