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What is Deep Fakes — and How We
as a Society Should Deal With It

Deepfakes, as the name suggests, takes g A "
its roots in deep learning mechanisms that P
use neural networks to learn patterns and

faces. Fake videos that contain altered
facial features and body movements of a
person have been circulating the internet

in the form of fake news, adult and comedy !
content, and sometimes political scares. 4

—
Deepfakes are also synonymous with A
disinformation that can lead to political and s
social instability. As a society, we need to be g

trained, in both personal and professional

capacity, to look out for doctored media, and

be wary of anything that can compromise
privacy and public anonymity.

Deepfake a dark side of Artificial Intelligence. And a yes, quite an insidious one!

Simply put, Deepfake is a technique of employing Artificial Intelligence to create realistic, fake
alterations to photo, audio, or video content.Existing images, videos, and voice records are processed
with machine learning algorithms to superimpose them onto the source content and produce a fictional
result that appears real.

The blend of “deeplearning” and “fake”, deepfakes are super-realistic videos that are digitally manipulated
to portray an individual saying and doing things that actually never happened. Deepfakes depend
upon neuralnetworks that analyze huge datasets to learn imitation of a person’s facial expressions,
behaviorism, voice, and sounds.

Deepfake marks social media platforms first because of rumors, conspiracies, and misinformation
circulated very easily there and users favor to go with the crowd.

The bad news is that not only companies, corporations, and celebrities should be wary but ordinary
people as well.

Imagine, for example, that you receive a video call from a colleague asking for details about a top-secret
product your team is working on. What if the call turns out to be a deepfake initiated by your competitor?
It would totally break down whatever competitive advantage you were hoping to get from the launch of
the new product. Not to mention that the revelation could place your career in jeopardy.

Here are just some of the Deepfake implications:

e Loss of reputation

e Career collapse

e Financial fraud

*  Mental disorders

On the one hand, artificial intelligence can provide many benefits for many areas of our lives. On the

other hand, it can spawn totally new, dangerous things like deepfakes that require new ways to fight
against Al cybercrime.
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Here a few examples:
1. Deepfake Detection Challenge from Facebook is going to spend $10 million the best algorithms to
instantly detect deepfakes.

2. Defense Advanced Research Projects Agency (DARPA) spent $68 million on inventing solutions
to detect deepfakes.

3. Inthe USA there are two new pieces of legislation designed to prevent harm associated with Al-
based fictions.

Let’s face it, the developers from all over the world are puzzled with creating machine learning algorithms
to tackle this problem. Unfortunately, those who make money with Deepfake are also on the alert.

My advice is - do not trust everything that you see or hear and strengthen the cybersecurity system;)

Deep fakes can currently be detected through analysis using various methods. Sometimes using Al to
“combat” the Al that created it.

Fighting Deepfakehas been announced worldwide.l think governments around the world should
intervene hard: banning development of the technology, recruiting all the people who know about this
stuff to alter the software so that there are tells and tricks to understanding the video’s and discovering
who made them. If the technology seeps through the sieves set up to slow/stop it tactically as a matter
of policy an independent source should record all major debates and where a deepfake is detected with
the help of social media and internet companies delete the video, imprison the author and replace it with
the real video.
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