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With the increasing number of security threats and data breaches 
it’s very necessary to set up a security solution for any system. 

one can either pay someone to do it or do it himself. both ways there 
is always a chance of missing out on something unless we have a 
perfect guide to tick the completed work. This article intends to do 
exactly that by putting light on all the factors which are needed to be 
considered while setting up any system. one may think that this is 
purely for business purposes but even personal rigs will benefit from 
this. This is because personal rigs are the ones who have users of 
different ages and understanding. From where to start and what to 
consider to what to choose and how much to pay (or do you need to 
pay) is what the article intents to deliver.
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Introduction
over the last few years, there has 
been a trend amongst computer 
enthusiasts to not use protection for 
their computers. it might seem okay 
for everyday use but every so often we 
get outside our usual list of websites 
and land up somewhere which might 
not be particularly safe. 

it might also happen that the websites 
which we were comfortable with have 
had an attack and are no longer safe.

if that happens there is no way we 
will be informed about it until a lot of 
damage is done. The point is that not 
having a security solution is as good 
as leaving all your data on the mere 
hope that it will be safe.

To put light on how a security attack 
works an experiment was conducted 
where ransomware was deliberately 
downloaded to check how it affects 

the computer. 

The site from which it was downloaded 
offered movies and TV shows for free 
on the application which was to be 
downloaded. 

To the people who don’t consider 
every movie worth their buck or every 
streaming service worth monthly pay 
yet are willing to see most of them 
are the potential audience of such 
websites.

immediately after installing the .exe 
file an application named ‘disk part 32 
bit’ showed up on the processes tab 
in the task manager. This was never 
installed by the tester nor did it come 
pre-installed in the os. in the blink of 
an eye, all the pictures, downloads and 
videos of the subject computer were 
replaced by encrypted containers and 
a ‘please read’ text file. 

The message read, “oops your 
important files are encrypted. You will 
not be able to access them anymore. 
Your files will be lost on January 7th. 
send 600 Dollars’ worth of bitcoin.”

one may think that a bit of precaution 
would’ve stopped this from happening 
but there is always a window for 
mistakes. Also, it’s not always just 
one person using a computer, there 
are many. To expect the same type 
of reasonable behaviour from those 
who aren’t much familiar with the 
environment is not a good idea.

so the question arises is what if 
exclusively only one person will be 
using a system? In that case, the user 
may be conscious about the websites 
he or she visits and the stuff they 
download. but what if the computer 
or laptop is destroyed by fire or 
breaking.
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or simply the laptop is stolen and the 
hacker makes his way in through the 
password protection. in such cases, 
the amount of loss can scale from 
nothing to everything based on what 
the user was using the system for.

more on the later side as if the system 
was used exclusively by one person 
then it surely had important stuff. 
Hence, security design is a must no 
matter whom or how many people are 
using the system.

now that we have understood why 
security should be the main concern in 
a system let have a look at the factors 
to be considered before designing the 
security of a system.

Planning
As mentioned above a security 
solution is extremely necessary 
before using any system but how to 
do it is the main question. Clearly, we 
can just pay off some service provider 
to do it for us but even then we won’t 
be sure about what factors the service 
provider took into considerations.

For example, how many users the 
provider assumed will be using the 
system? To obtain complete control 
and satisfaction about your system 
security a perfect plan must be made. 

making the plan would take efforts but 
it’s a one-time hard work for overall 
completeness. The following is a list 
of things to consider while making the 
plan.

Vision
before making anything, not just a 
security solution, it is very important 
to know who the potential users of 

the system are. The system could 
be installed at a school where 

students would use it, at 
the house where family 

members would use it or 
at the office where trained 

professionals would use it.

Also, the environment in which the 

system would live must be recognized. 
A place where there would be more 
than one systems or a place where 
garbage collection is more has a higher 
chance of fire than a place with the 
open wide area around the system. 

The average temperature of the room, 
the stress the system would face, 
how often the system would be used 
etc. are some of the points we must 
visualize before beginning to plan the 
security solution.

Mission
With the visualization of the conditions 
the system will live in is done, we 
need to set a mission or a goal for the 
system. This will be calculated based 
on the type of demands the user has. 

Different type of users will have 
different types of needs with their 
systems. A system for gaming must 
have a graphics processor, a system 
for daily tasks must stay cool in 
temperatures, a system with important 
files must be safe for external and 
internal threats etc.

it can be a system which would never 
be connected to the internet in that 
case the only security it will need is 
backup. Hence the mission of the 
system is important to make any 
decisions.

Objectives and Strategy
once we have the vision ready and we 
know what our mission is regarding 
the system security we can plan how 
the security of the system should be 
designed. 

This is done in two stages, first writing 
down thee objectives and second 
making a strategy. 

For e.g. let’s say we are designing the 
security solution for a school.

Vision: 

many systems will be kept one • 
besides the other.

most of the times the system will • 
be used by kids of age 8-12.

The systems will be put in a • 
room which will be fully air-
conditioned.

since it’s a school the teachers • 
handling the system may or may 
not have the complete idea of 
how the network works.

A centralized server will be • 
present to monitor the systems.

The systems will be connected to • 
the internet.

Mission:

since the setup will be in a school, • 
a strong system configuration is 
not necessarily required.

The systems will be connected to • 
the internet so a firewall will be 
necessary.

students are more likely to click • 
on click baits hence an active 
antivirus check is needed.

The systems being used by the • 
students don’t necessarily need 
backup but at the same time, 
the systems used for updating 
the school database and also 
the database needs at least two 
layers of backup.

An active website blocking • 
algorithm to keep the kids 
away from untrusted or harmful 
websites.

Now since the Mission and Vision are 
ready we will do the SWOT analysis 
on our system.

Strength: it is an internal concept 
which determines what is the positives 
aspects regarding the system 
internally.

in our example since the system is 
made for a school, the kids aren’t 
much trained to know how to mess 
with the system.
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They won’t visit websites until told to 
and will not be able to do much until 
showed how it’s done.

Weakness: it is another internal 
concept which determines what is 
the negative aspects regarding the 
system internally.

in the example, since mostly 
untrained users are using the system, 
an unintentional error as clicking on 
clickbait or deleting an entire folder 
while trying to copy-paste could 
happen.

Opportunities:This is the concept 
where we determine how the system 
will be used for benefits externally.

in our example, the teachers may use 
the systems to teach the children how 
to play youTube videos or how to 
send a mail.

The kids may also learn how to send 
files over the internet and download 
them when needed.  

Threats: Directly following the 
opportunities are the threats.

The kids who have recently learned to 
make Google searches or put website 
link can try to put in various websites 
they hear about around them.

They can also download untrusted 
files from the internet which at worse 
could destroy the entire network or 
use it for cryptocurrency mining.

After the SWOT analysis is done we 
prepare the action plans.

Action Plans
since we have a complete idea of 
what kind of a system is needed to 
be designed we make various plans 
and present it to the user who will be 
using it.

The plans will be based on budget 
and quality. The more the quality of 
security, the higher will be the budget. 

The designing of security should be 
such that it minimizes the budget and 
maximizes the quality.

in our example, the systems require a 
basic antivirus but a strong firewall. Not 
all systems require backup but those 
who do need a high level of backup. 
The hardware needs to be frequently 
changed as they will be regularly used. 
A yearly cleanup of software installed 
by the kids and the files downloaded 
is necessary. separate admin login 
and student login must be created; 
the student login should not have the 
allowance to make system changes.

Basic Security Rules
other than planning our security, there 
are certain rules everyone should follow 
in order to ensure a secure system. 
The following is the list of those rules.

Backup
An ideal user should maintain at least 
three levels of backup. 

on system backup1. 

external backup2. 

offsite backup3. 
An offsite backup will turn out to be 
helpful in case of hazards such as fire 
etc.

updates
sometimes a security threat is so 
widespread that the developers 
themselves make security updates to 
defend the software against them. so 
it is very important to at least do all the 
security updates one receives on their 
system.

Stock Protection
some people are against the idea of 
paying for security as they don’t see 
others using their systems. in that 
case, it is at least suggested to use 
the stock protection which comes with 
the os.

Though the dangers are high, one 
can manage to run a system with just 
stock protection.

Common Sense
Unlike what’s shown in the movies, 
most of the security threats happen 
because of the user error. so make 
sure to use common sense 
before downloading any file 
or visiting any website. 
Have a constant look over 
the website to check if you 
aren’t redirected or being fished.

Conclusion
Data and system security is something 
that we can fall prey to even if we 
aren’t targeted. Thus it is always 
necessary to take precautions before 
we use our system. one doesn’t 
necessarily need to spend money 
over it but some spending can give 
much better security. especially if the 
system has important documents and 
is connected to the internet.

once a plan is ready it needs to be 
regularly updated as with every new 
day the attackers are getting stronger. 
Also, some attackers disguise as 
security providers so only install a 
security service if it’s trusted.
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