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he scheme to set up 14C was approved on October 2018 at

an estimated cost of around 416 crore rupees to deal with all
types of cyber-crimes in a comprehensive and coordinated manner
in an Indian jurisdiction or the cross border. At the initiative of Home
Ministry, 15 States and UTs have given their consent to set up
Regional Cyber Crime Coordination Centres to deal with the matters
relating to Cyber Security, Cyber Crime, National Information
Security Policy & Guidelines (NISPG) and implementation of NISPG,
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Introduction:

On January 10, 2020 Government of
India inaugurated the Indian Cyber
Crime Coordination Centre (14C) and
a National Cyber Crime Reporting
Portal. 14C is a seven-pronged
scheme to fight against cybercrimes
which is  facilitated by National
Cyber Crime Reporting Portal where
people can report cybercrimes
online.Over a period of time, there
has been a phenomenal increase
in use of computers, smart phones
and internets. With this increase,
cybercrimes have emerged as a
major challenge for law enforcement
agencies. The cybercrime cases
are of varied types. These range
from defacement of government
websites, online financial frauds,

online stalking and harassment, data
thefts Phishing, scanning or probing,
website intrusions and defacements,
to virus or malicious. Each requires
specialised investigative skill sets and
forensic tools. Cybercrime cases pose
technical, legal and administrative
challenges in investigation which
require strengthening of the institutional
mechanism. Cyberattacks that target
the infrastructure or underlying
economic well-being of a nation state
can effectively reduce available state
resources and undermine confidence
in their supporting structures. A
cyber related incident of national
significance may take any form such
as an organized cyberattack, an
uncontrolled exploit such as computer
virus or worms or any malicious

software code, a national disaster
with significant cyber consequences
or other related incidents capable
of causing extensive damage to
the information infrastructure or key
assets. Large-scale cyber incidents
may overwhelm the government,
public and private sector resources
and services by disrupting functioning
of critical information systems.
Complications from disruptions of
such a magnitude may threaten lives,
economy and national security. 14C
is launched with a vision to build a
secure and resilient cyberspace for
citizens, businesses and government
altogether. It will assist in centralizing
cyber security investigations, priorities
the development of response
tools and bring together private
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companies to contain the menace.
Operationalization of National
Cybercrime Reporting Portal is to
deal with all types of cybercrimes. The
earlier Cybercrime Reporting Portal
www.cybercrime.gov.in was for filing
of cybercrime complaints pertaining to
Child Pornography (CP)/ Rape Gang
Rape (RGR)/ Obscene Content only,
however, the National Cybercrime
Reporting Portal facilitates filing of
all types of cybercrimes with special
focus on the cybercrime against
women and children. 14C has got
various objectives as explained further
in the article.

HYRAHIPR  GOVERNMENT OF INDIA

DRREIE
MINISTRY OF
HOME AFFAIRS

AboutUs + Media + Departments Of MHA

To create a secure cyber ecosystem
in the country, generate adequate
trust & confidence in IT systems
and transactions in cyberspace

Tocreate aculture of cyber security
and privacy enabling responsible
user behaviour& actions through
an effective communication.

To identify the research problems/
needs of LEAs and take up R&D
activities in  developing new
technologies and forensic tools
in collaboration with academia
/ research institutes within India
and abroad

Divisions Of MHA +  Services +  Documents +

Home > Division of MHA > Cyber and Information Security (C&IS) Division

CYBER AND INFORMATION SECURITY (C&IS) DIVISION

*Courtesy: Ministry of Home Affairs (MHA), government of India

Source: https://mha.gov.in/division_of mha/cyber-and-information-security-cis-division

Mission of 14C:

14C is launched with a prime mission
to protect information and information
infrastructure in cyberspace, build
capabilities to prevent and respond to
cyber threats, reduce vulnerabilities
and minimize damage from cyber
incidents through a combination of
institutional  structures, people,
processes, technology and
cooperation.

Objectives of 14C:

To act as a nodal
point in the fight against
cybercrime

To prevent misuse of cyber
space for furthering the cause of
extremist and terrorist groups

To suggest amendments,
if required, in cyber laws to
keep pace with fast changing
technologies and International
cooperation

To coordinate all activities related
to implementation of Mutual Legal
Assistance  Treaties (MLAT)
with other countries related to
cybercrimes in consultation with
the concerned nodal authority in
MHA.

e To strengthen the Regulatory
framework for ensuring a Secure
Cyberspace ecosystem

Working of the Portal:

e This portal facilitates a person
to report any kind of cybercrime
under various available category
and sub-category, including
cybercrimes affecting women
and children.

e There is a dedicated section
‘Learn about Cybercrime’ on the
home page of cybercrime.gov.in
portal under which the description

G
skeromanconient O, T 25 & Language

Notifications +  RTI +

of various type of cybercrime that
can be reported through this
portal can be found.

e Assignment of a reported
complaint to a State/UT is done
on the basis of the address of the
complainant.

e For future tracking of the
complaint, the complainant will
receive a complaint ID on the
registered mobile number and
e-mail address. This complaint
ID is not a FIR number but is a
confirmation of registration of
complaint on the portal.
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* The jurisdictional State/UT law
enforcement agency will also
send the update of action taken
on the registered mobile number
and e-mail ID.

* Incasecomplainantis notsatisfied
with the action taken by the State/
UT law enforcement agency he/
she can reach out to grievance
officers of the concerned State/
UT.

e The complainant can track status
of his/her reported complaint by
logging into the account user
manual for national cybercrime
reporting portal.

Other Ministry functioning
against Cyber Attacks:

Apart from MHA various other
ministries with some special divisions
and units as given below are also
working to tackle the cybercrimes:

e Ministry of Finance (MOF):
Cyber security wing for financial
frauds-Fin-Cert

e Ministry of Electronics and
Information Technology
(MeitY):

e CERT-in (Computer Emergency
Response Team);

e National Cyber coordination
Centre (NCCC) as part of CERT-
in for e surveillance;

e Computer & information Security
Advisory Group

e Ministry of external Affairs
(MEA): Cyber Diplomacy
Division

e National Technical Research
Organisation (NTRO): National
critical information infrastructure
protection Centre

*Source: ET prime research

Steps taken by the MHA

to tackle increasing Cyber

Crime:

e This division will deal with matters
relating to security clearances,

Cyber Security, Cyber Crime,
national information  security
policy & Guidelines (NISPG) and
implementation of NISPG etc.

e |t will act as a dedicated wing to
track and counter online fraud,
hacking, identity theft, dark net,
trafficking and cyberattacks on
critical infrastructure.

e The CIS division will have four
wings namely Security Clearance,
Cyber Crime Prevention, Cyber
Security and Information Security
Wings each headed by an Under-
Secretary level Officer.

e It will coordinate with state
governments/ UTs and closely
monitor cyberspace and social
media with due emphasis on
vernacular content.

e |t will also block those websites
which flout Indian laws and
circulate child pornography and
communally and racially sensitive
content.

Components of Indian Cyber
Crime Coordination Centre:
Indian Cyber Crime Coordination
Centre will be set up under the
newly created Cyber and Information
Security (CIS) division of the MHA. It
has seven components as discussed
below:

National Cyber Crime Threat
Analytics Unit

This unit provides a platform to
work collaboratively to the
different stake holders such
as Law enforcement
persons from private
sector, academia and
research organizations
in order to deal with the
cybercrimes.

It shall also produce cybercrime
threat intelligence reports and
organize periodic interaction
on specific cybercrime centric
discussions.

For bringing together law
enforcement  specialists and
industry experts, it creates multi-
stakeholder environment.

National Cyber Crime Reporting
Portal

This unit will work in tandem with
already established investigation
units at state and central levels
as well as experts from different
spheres to create expert
investigation teams.

It Will be capable of answering
in real time basis for the rapidly
emerging cyberthreats and also
to collaborate with partners to
investigate cyber related issues.

Figure : Components of Indian Cyber Crime Coordination Centre
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3. National Cyber Crime Training
Centre

e |t will standardize the course
curriculum focused on
cybercrimes, impact containment
and investigations, imparting
practical cybercrime detection,
containment and reporting trainings
on simulated cyber environments.

* Development of Massive Open
Online Course to be delivered on
a cloud based training platform.

e It will also focus on establishing
Cyber Range for advanced
simulation and training on cyber-
attack and investigation of such
cybercrimes.

4. Cyber Crime Ecosystem
Management Unit

e |t will provide a platform
for academia, industry and
government to operate and

investigate a cybercrime basis
established standard operating
procedures

e |twillbe able to provide incubation
support for development of
all components of cybercrime
combatting ecosystem.

5. National Cyber Crime Research
and Innovation Centre

e |t keeps a check on emerging
technological developments
toforecastpotential vulnerabilities,
that can be exploited by
cybercriminals.

e |t will leverage the strength and
expertise of all the stakeholders
such as academia, the private
sectors or inter-governmental
organizations.

It creates strategic
partnerships with all such
entities in the area of
research and innovation
focused on cybercrimes,
cybercrime impact containment
and investigations.

6. National Cyber Crime Forensic
Laboratory Ecosystem

e |t will assist in forensic analysis
and investigation of cybercrime.

e |t will provide a well-equipped
and well-staffed centre in order to
support investigation process.

7. Platform for Joint Cyber Crime
Investigation Team

e It aims at driving intelligence-led,
coordinating action against key
cybercrime threats and targets.

¢ ltwillfacilitatethejointidentification,
prioritization, preparation and
initiation of  multi-jurisdictional
against cybercrimes.

Need for surveillance:

India is the region most targeted by
cyber-attackers, resulting in significant
economic losses. As the region
continues to play a key role in the
global economic market, these cyber
threats are expected to increase. Over
460 million people in India currently use
the internet, leaving them vulnerable
to online criminals — both individuals
and organized syndicates. It has been
observed that India has been ranked
2" amongst the countries exaggerated
by cyber-attacks between 2016-2018?
According to a source, there was a
22% rise in cyber-attack in India on
IoT deployments. India has faced the
most number of attacks in the loT
department this year. In fact, India
has been consecutively facing cyber-
attacks, the second time in the row!

Some facts and figure of
India attacks:

Curtain raiser about Cyber

Security scenario in India:

e India ranks 3rd in terms of the
highest number of internet users
in the world after USA and
China, the number has grown
6-fold between 2012-2017 with a
compound annual growth rate of
44%. (NITI Aayog)

e As per a report by Indian
Computer Emergency Response
Team (CERT-In), more than
53,000 cyber security incidents
took place in India in 2017

e Asperthedataby NCRB (National
Crime Record Bureau), 12317
cases related to cybercrime were
registered in 2016.

e India ranked 23rd out of 165
nations in the second Gilobal
Cybersecurity Index (GCI)

Organization Structure of
CIS Division:
CIS-I Desk: Co-Ordination Wing

e Co-ordination within the Division.

CIS-Il Desk: Cyber Crime Wing

e Indian Cyber Crime Co-ordination
Centre (14C) Scheme.

e Schemes on prevention of
Cyber Crime against women and
children.

e Central Cybercrime portal.
e Capacity building — Setting up of
Cyber investigation labs.

e Best Practices compilation and
dissemination on cyber Crime.

o In a recent study, it was discovered that out of 15 Indian cities, Mumbai, New
Delhi, and Bengaluru have faced the maximum number of cyber-attacks.

¢ Inthe Annual Cyber Security Report by CISCO, 53% of cyber-attacks caused
more than $600K of financial loss to organizations.

¢  Cyber-attacks in India have risen up to such an extent that our country ranks
fourth out of the top 10 targeted countries in the world.

place through emails.

e According to the Economic Times, 96% of data breaches successfully take

e About 90% of cyber-attacks happen because of employee negligence and
around 30k websites are hacked on a daily basis
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e Cybercrime complaints.

e Dealing with cyber threat inputs
and dissemination thereof.

e Coordination and Guidelines/
Advisory to States/UTs.

e  Budget Matters.
e Annual Action Plan.

e QGrievances, RTI, court cases
including prajjwala court case,
Parliament Questions and other
matters connected with above.

CIS-lll Desk: Cyber Security / NISPG
Wing
e Implementation of information

security policy as per NISPG in
MHA

¢ NATGRID
e  Data Protection framework.

e Blocking of websites and
regulation of intermediaries and
coordination with MeitY

e Cyber Security policy, intelligence
report on cyber security breach of
organizations and government
officials.

e International conventions on
Cyber security and cyber- crime
(inputs of CIS-II Dsk will be taken
as per need).

e Coordination with CERT-
In, NCSC, National Critical
Information Infrastructure
Protection Centre, MEA, IB,
Deity, Defence etc.

e NISPG policy and its
implementation / compliance in
other government organizations

e Administration & Monitoring of
Network Operations Centre and
Security Operation Centre of
MHA

e Regular information security
audits (internal and external).

e  Co-ordination with NIC for
administration of IT assets,
monitoring of traffic and logs.

e Assessing security risks, planning
and implementing steps to
counter threats

e  Cyber awareness programs and
skill building of MHA officials.

e Overall supervision of NIC Unit in
MHA.

e Related grievances, RTI and
parliament questions etc.

CIS-IV Desk: IS / CISO Wing
e Policy on lawful interception.

e  Co-ordination for Centralized

Monitoring System.

e Secured communication systems
like RAX, SDCN etc.

e Audit of monitoring facilities,
policy related issues of DoT.

* Related grievances, RTI and
parliament question.

How 14C is going to help
Indian citizens in the long
run?

e Cybercrime Reporting Portal
will empower citizens to report
online content pertaining to
Child Pornography (CP)/ Child
Sexual Abuse Material (CSAM)
or sexually explicit content.

e Through the portals the
cybercrime related complaints will
be accessed and addressed by
the concerned law enforcement
agencies in the States and Union
Territories for taking action as per
law on immediate basis.

e |t will assist to provide and create
an ecosystem for dealing with
cybercrimes in a comprehensive
& coordinated manner. In future,
this portal will provide for a
chatbot for automated interactive
assistance system to the public
for guidance on cybercrime
prevention and how to report
incidents on the portal.

Way Ahead:
Cybercrimes being the emerging
issues needed to be dealt with

promptly. According to NCRB
(National Crime Research Bureau),
2017, the cybercrimes has doubled
in India. The government of India
has decided to hire IT experts
from premier public and
private institutes, including
IITs, to help fight new
age crimes like online fraud,
hacking, identity theft, dark
net, trafficking, child pornography,
online radicalization and cyber-
terrorism. Apart from 14C, the central
government has also launched NIC-
CERT (National Informatics Centre-
Computer Emergency Response
Team). The centers are highly
important for India to achieve its 5
trillion-dollar economy by 2024. This
is because, Indian Power sector
alone faces at least 30nevents being
reported daily. 14C, will undoubtedly
help the citizens to timely reporting to
crimes and will also assist in proper
address to them.

Conclusion:

Cyber criminals have different
motives, but they can command the
resources to create attack vectors in
order to achieve the results they want.
They may commit fraud, identity theft,
steal money, and commit robbery
against corporations, banks, nations,
regions and even individuals. They
may try to blackmail them, too. The
initiative taken by the government will
empower the citizens to do the timely
reporting of the cybercrimes and get
appropriate support from government
machinery to deal with them.

Disclaimer/Declaration by
the authors:

Thisis an excerptfromthe government
of India portal and usedasasuggestive
measure. The contents are wholly
owned with the Government of India
and its counterpart and vested with
the original copyrighter. The purpose
behind throwing a light on this thought
is to make readers and learners aware
to the scheme and its implications.
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For more details please https:/mha.
gov.in/division _of mha/cyber-and-
information-security-cis-division/
Details-about-Indian-Cybercrime-

Coordination-Centre-14C-Scheme.

The purpose behind floating this
thought in a magazine cybernomics is
to make learner familiar about the law
and take precautionary measure.
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