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acking can be used by any intruder to exploit a system and
for unauthorised access on a system. To prevent it is to know
about it and learn it. One needs to understand the intruder’s tactics

— Sohail Hussain

and attacks. One cannot protect the system from threats unless they
are aware of the same. The objective of this paper is to find various
attacks; a hacker can use to exploit a system. As it is necessary to
know the attacks to prevent it and further for developing anti-hack
software. The more you know about the attacks of the intruders the
more you prevent and your system will be secured.
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Introduction:

Hacking is a process to gain
unauthorised access on a secured
system. It can be done by various
malicious attacks. It is the act of
exploiting the weakness that exists in
a system or a network.

Use hacking for identifying weakness
and threats in computer security. Due
to the increasing number of attempts
to maliciously break into computer
systemsthe businesses, organizations
and government agencies aimed
at protecting their computer and
information systems from hackers.

A hacker is a person who tries to
understand how the computer system
or the software program works, so that
he can find loopholes and control the
computer by exploiting vulnerabilities
in it.

In this paper | gathered information
about what Ethical hacking and How

an intruder use it and what attacks an
Ethical hacker use to hack any target.

Understanding the Need to
Hack Your Own Systems [1]

A. Try to understand intruders

Techniques

You cannot properly protect your
system from threats you do not
understand. The goal is to identify and
prevent destruction so that intruders
do not harm the system. To track a
hacker, you must think like a hacker.

B. Hackers Types

1.  White Hat Hacker: A white hat
hacker is someone who uses his
skills only for defensive purposes
such as penetration testing. They
work for the security of their
information systems in offices.
They have a great knowledge of
the company and its network.

2. Black Hat Hacker: A black hat
hacker is someone who always

uses his skills for offensive
purposes. They work to steal
money or personal information by
unauthorised access.They arevery
good to do penetration testing.

Grey Hat Hacker: A grey hat
hacker is someone who is both
white hat and black hat hacker.
They use their knowledge and
skills both for defensive and
offensive purposes.

Types of Hacking

Local Hacking: This type of hack
is done by running others system
and attaching pen drive to hack it
by using Trojans and virus file in
the pen drive.

Social Engineering: This
Technique uses person’s
presence of mind to get
confidential data. For security
never tell your passwords and
confidential information on phone
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attacker may pretend to be known
person.

3. Remote Hacking: It is done
from anywhere from any system
remotely and using vulnerabilities
in the target system.

Techniques

The techniques used to remotely
access any system by unauthorised
access are described as below.

A. Vulinerability Assessment
Vulnerability is the loophole or
backdoors in the system. Vulnerability
assessment is done to find all possible
vulnerabilities which can be used for
unauthorized access on the system.

It is the first step from where the
hacking process start in which all
information is collected.

Hackers can test many of the
vulnerabilities identified during the
vulnerability assessment to calculate
the associated threats and risks.[2]

B. Passive scanning

It finds information of the target without
having contact with the tester and the
target. It does not work when traffic
and data flow is running and sending.
It does not alert security mechanism
and users. It is mainly

1. Attacking the company’s website
for getting detailed workflow and
information and confidential data

2. Attacking the social networking
siteis done when the user is offline
to steal account information

C. Active scanning

This technique completes its work
with prior information to the
target. This uses the data and
traffic sent and scans it.

It target's public with
scanning tools, which might
include:

1. Social engineering: This
technique uses person mentality
to get private information. It is
achieved by pretending to be
a known person and asking
personal information from the
target.

2. Traffic Sniffing: It captures every
packet that flows in the network. It
can identify the Internet Protocol.

D. Operating System
Fingerprinting [2]
It is used to identify victim Operating
System like windows, Linux, UNIX.
It also identifies the OS type. This
helps us in pre-attack preparation
and for good attacks. In this packets
send to target and wait for response
as different OS respond to packets
in different ways it identifies the OS

type.

It can be also identify the OS by
sniffing technique by analysing the
network packets and traffic.

E. Conducting an Insider Attack: In
this technique we have to work
inside the target company as
an employee in the open in the
presence of other employees. The
security within the organisation
is weak and vulnerabilities and
loopholes can be found.

Methodology

Hacking tools used to crack, prevent,
detect and find the weakness in the
system.

This processes is used to hack a
system-:[3]
1. Deciding Testing methods

Gathering confidential data
Map the network
Scan the System

2.

3

4

5.  Find the open ports
6. Detecting Vulnerabilities
7.

Penetrate the System

Black Hat
Hackers

Grey Hat
Hackers

Harkers

ETHICAL HACKERS

Find Vulnerakilities

¢

Scanning the system

¢

G athering the
Confidential Data

J

Attacking the system

Fig1. Hackers types and steps to
attack any system

Conclusion

Ethical hacking must be used to fight
against the black hat hackers and
defend their attacks and protect every
organisation from loss of data and
secure their information and money.
The main purpose of the research was
to find an attack done using combining
client-side and server side attacks.
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