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are failing to keep y ) ) cumman Phishing Tactics

Phishing happens when you get an email from what looks like a trusted source

HOOK, LINE

(such as Northwestern or your bank) asking for personal information

people safe online . o .
cybsafe.com @ CYBSAFE

You may ba ankad t click a link or open Graphics, URLs, and signaturos
o arac fy information ofton look iegitimata

What te Do if You Suspect Phishing
Tha"phishing® lure may look convincing, but don't take the bait

Dortapen attechments or ol ickemail ehaak for sai

ndia smail ah far the real wabaite snling
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Do ot rsply o send passwords Nat sure’ Forward a copy of the amail Dalate messages you confirm 1o b
arother parsonal information 0 gecurly@norhwesern.ady phishing attern pt from your inbox

Uh-Oh, did you get hooked?
If you think you may have clicked something suspicious,
lot us know—wa're here to help: securlty@northwestern.edu

Northwestern INFORMATION TECHNOLOGY www.Itnerthwaestern.edu

— What is Phishing?

P The Go-To Social Engineering Strategy

Phishing attacks arem used
by cybercriminals to con users/employees
into revealing sensitive information 0
or installing malware .. by way of
electronic communication,

Phishing Attack Methods

MOST "
COMMON TARGETID . g

MASS-SCALE SPEAR
PHISHING PHISHING WHALING

9 Cyber Threats that are guaranteed to ruin your day

Attack where fraudsters cast Tallored to a specific Specialized type of spear
a wide net of attacks that victim or group of victims phishing that targets a “big"
aren't highly targeted using personal details victim within a company

e CED, CFO, ar ather executive

68 SCHOLASTIC SEED INC. CYBER NOMICS




Cyber Flyer

Volume-1 | Issue-5 | Oct 2019
For Your Knowledge olume-1 | Issue-5 | Oct

>

! Q: ?

Spear Phishing J Email-Filtering Compromized
Email (Anti-Virus/Spam) User
Attacker
20 20
L. ry N
VISA | — T VISA «
: &

Sensitive Data

Proxy, DLP, IPS/IDS Sensitive Data

HOW TO DEAL WITH PHISHING EMAILS

Product Innovation 2
Complex Des; iy, Lightwelq)
o -Process Optimisation
= Efficlency
rce = Improved Productivity
. 8 & Quality
-Zero Downtime

~(lean & Green Shop flaor

DO NOT RESPOND IN ANY WAY CONTACT THE COMPANY USING
AND DO NOT OPEN ANY LINKS, A KNOWN, OFFICIAL METHOD TO
ATTACHMENTS OR WEBSITES. VERIFY THAT THE COMMUNICATION

IS FRAUDULENT.

. AP
() & (i
= )
PARADIGM SHIFT I -
Blueprint 2020, ~
sm\#\ﬁgﬁgﬂ&:s ON YOUR COMPUTER. b,e, a p/a' V‘t Of ‘f‘[/L,e, C/’/\/ﬂ/lf\/g&

Step Check for Consistent Branding in Email Cormmunications— Corporate and Digital Signatures
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Look fior Suspicious Email Step

R information Security (ACIS) MIE InfoSec Alest on Cryptolockes Theeat

L . For examples, unknown email address,
- Digital Signature lcon found in Outlook Inbox unknown sender, dubious title, news
too good to be true and so forth.

How to identify

emails

5120 Do Mot Disclose Personal Information

We do nat request for user credentizl fro example user ID and password 35
part of cur Information Security Policy. Please ignore any request to disclose
your personal information.
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The Hidden

When you invest in detection-based
security tools, you budget for the
known costs, such as purchase price
and licensing fees.

Our research uncovers the surging
hidden costs of reactive,
detection-based security.
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The UK's European university Unwemty of
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A NATIONAL SURVEY REPORT 2014
SAFETY NET:
CAPACITY
BUILDING AMONG.
MALAYSIAN
SCHOCLCHILDREN
ON STAYING
SAFE ONLINE

Largest national
survey on
cyhersafety among
schoolchildren in
Malaysia reveals

10% Identified themselves with varlous forms of online harassment,
.y ulhl[oullrs Fa38 maras, posting (MpIoper Messages

Worrying

34%mml ‘.:"!.‘.:"";’ﬁ"‘ “’"’“u"e' S iy trend on.
i s cyber-bullying

2169 vave oen vt onvine, messly thase aged 13 1 15
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SAFE?
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insufficiont as Inm&nlll ‘of children are accessing the
internet on their mobile devices.
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Scopus Content at-a-glance:

Curated from over 5,000 publishers, indexed and organized to support your research needs.
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f | 1.4 Billion cited references Help researchers manage career -
28004 da—'ing back to 1970 l citation counts and h-index
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+150,000 B ——
Books i “ i .

Track impact of research;
! monitor global research trends

/' ~70,000

: 12 million

-y Determine how to differentiate
= research topics, find ideas

+5,000
Publishers Main institutiona JAusthor profiles 4~ Find out what already exists in
profiles J \ 4 the global world of reseanch
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CLONE PHISHING
CLONE PHISHING IS WHERE A
LEGITIMATE, AND PREVIOUSLY

DELIVERED, BIT OF ONLINE

SPEAR PHISHING

SPEAR PHISHING IS A PHISHING

ATTEMPT DIRECTED AT A
PARTICULAR INDIVIDUAL OR

WHALING
WHALING IS A PHISHING
ATTEMPT DIRECTED
SPECIFICALLY AT A SENIOR

EXECUTIVE OR ANOTHER
HIGH-PROFILE TARGET
WITHIN A BUSINESS.

CORRESPONDENCE IS USED TO COMPANY.
CREATE AN ALMOST IDENTICAL

OR "CLONE" EMAIL.

Preparing for Future
10b 8b Jio has already
gnountmat J%)’S likely )
Alrtel and incremental s 2b
Voda ldeaeach || 5Gcapex on tower
may spend outgo ‘
Jan 2020: DoT keen to hold
next spectrum sale by then
5G spectrum sale
may not attract much
interest: Credit Sulsse
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